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Introduction:

The academic program is an integrated and organized educational framework comprising courses,
scientific and practical experiences, and educational activities designed in an interconnected manner to
achieve specific objectives that build students’ knowledge, develop their skills, and enhance their
capabilities. It prepares them to keep pace with scientific and technological developments and respond
to labor-market requirements. The program is periodically reviewed and evaluated within quality-
assurance and continuous-improvement procedures to maintain the quality of its outcomes and the

effectiveness of the educational process.

The academic program and course descriptions provide a clear and integrated view of the program’s
nature, characteristics, objectives, courses, intended learning outcomes, teaching and learning
strategies, and approved assessment methods. This description is an essential tool for documenting the
educational process, measuring achievement of program objectives, and supporting quality assurance
and academic/program accreditation requirements. It is prepared with the participation of academic staff

under the supervision of the relevant scientific committees.

This Academic Program and Course Description Guide for the Department of Cybersecurity Sciences,
College of Science, Al-Turath University, for the academic year 2025-2026 has been prepared as part of
the Department’s efforts to develop its academic program, keep pace with rapid advances in
cybersecurity and information technology, and connect theoretical foundations with practical
applications. It contributes to preparing graduates with the knowledge, skills, and competencies required

to protect systems, networks, and data and to address evolving cybersecurity challenges and threats.

This guide also reflects the Department’s commitment to continuously improving educational quality and
updating course content in line with scientific and technological developments, the academic
environment, and labor-market requirements. It strengthens the program’s ability to achieve clear and
measurable learning outcomes and contributes to preparing specialized graduates capable of effective

participation in cybersecurity and community service.



Concepts and Terminology

Academic Program Description: Provides a concise summary of the program’s vision, mission, and
objectives, including a clear description of intended learning outcomes according to specified teaching

and learning strategies.

Course Description: Provides a concise description of the course’s main characteristics and the
learning outcomes students are expected to achieve, clarifying how they benefit from available learning

opportunities; it is derived from the academic program description.

Program Vision: An ambitious image of the academic program’s future, reflecting the development and

excellence it seeks to achieve; it should be inspiring, motivating, realistic, and applicable.

Program Mission: Briefly explains what the program seeks to achieve and the activities required to do

so, and defines its development paths and directions.

Program Objectives: Statements describing what the academic program seeks to achieve within a

specified period; they should be clear, measurable, and observable.

Curriculum Structure: All courses and subjects included in the academic program under the adopted
learning system (semester, annual, or Bologna Process), whether ministry, university, college, or

department requirements, with the number of study credits specified.

Learning Outcomes: An integrated set of knowledge, skills, and values acquired by the student after
successfully completing the academic program. Learning outcomes are defined for each course to

contribute to achieving the program objectives.

Teaching and Learning Strategies: The strategies and plans used by faculty to develop student
teaching and learning and achieve learning objectives, including curricular and extracurricular activities

that contribute to achieving program learning outcomes.
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1. Program Vision

Excellence and leadership in education and scientific research in Cybersecurity
Sciences, and the development of an academic environment that keeps pace with
technological advances, contributing to meeting the needs of society and the labor

market and strengthening digital security at the local and regional levels.

2. Program Mission

Prepare qualified scientific and professional personnel in Cybersecurity Sciences who
possess the scientific and practical knowledge and skills required to protect systems,
networks, and data and address cyber threats, through a distinguished academic
program combining theoretical foundations with practical applications, keeping pace with
modern technologies, and supporting research and innovation to meet labor-market

needs, serve society, and strengthen digital security.

3. Program Objectives

1- Develop students’ ability to analyze cyber risks and threats, discover and assess
security vulnerabilities, and design appropriate solutions to mitigate them in
accordance with modern practices.

2- Prepare graduates qualified to use modern technologies and tools to protect
systems and networks, conduct security testing and assessments, and respond to
cybersecurity incidents.

3- Develop students’ analytical thinking, problem-solving, and innovation skills and
enable them to apply their knowledge to cybersecurity problems and challenges.

4- Provide students with the scientific and practical knowledge and skills required in
cybersecurity and the protection of systems, networks, and data.

5- Strengthen commitment to professional, ethical, and legal principles related to
technology use, information protection, and privacy, and develop the ability to
work and communicate effectively in multidisciplinary teams.

6- Enable students to pursue self-directed and continuous learning, keep pace with
modern developments and technologies in cybersecurity, and adopt new
methods and tools.

7- Support students’ capabilities in scientific research and innovation and encourage
postgraduate study and specialization in advanced cybersecurity-related fields.




8- Prepare graduates with the scientific and professional competence required to
meet labor-market needs, serve community institutions, and strengthen digital
security.

4. Program Accreditation

There is currently no program accreditation. The Department is working to fulfill the
requirements for program accreditation.

5. Other External Influences

The academic program is influenced by the instructions and regulations issued by the
Ministry of Higher Education and Scientific Research and the Department of Private
University Education, particularly those related to curricula, the Bologna Process, quality
and academic accreditation standards, and regulations governing admission,
assessment, and examinations.

Consideration is also given to national academic standards, labor market requirements,
rapid developments in cybersecurity and information technology, modern trends in
teaching and learning, and digital transformation requirements. In addition, feedback
from experts and relevant academic and professional institutions is taken into account
when reviewing and developing the academic program.

6. Program Structure

Program Structure gumber of ECTS Credits Percentage Notes *
ourses

Institution Requirements | 6 12 5.00% Bologna
Process

College Requirements 3 15 6.25% 5;0'09“3

rocess

Depa!'tment 40 213 28.75% Bologna

Requirements Process

Summer Trainin 1 Fulfilled / Not —

9 Fulfilled
Other - - —
Total 49 240 100.00%




7. Program Description

Year / Level Course Code Course Name ECTS Credits
Level One / Semester One CyB101 Programming Fundamentals | 6
Level One / Semester One CyB102 Discrete Structures 5
Level One / Semester One CyB103 Computer Organization 5
Level One / Semester One CyB104 Data Security Principles 5
Level One / Semester One uoB102 English Language | 2
Level One / Semester One CyB106 Mathematics 5
Level One / Semester One UOB101 Democracy and Human Rights 2
Level One / Semester Two CyB107 Programming Fundamentals Il 6
Level One / Semester Two CyB108 Digital Logic Design 6
Level One / Semester Two CyB109 Cybersecurity Principles 6
Level One / Semester Two CyB110 Coding and Information Theory 5
Level One / Semester Two uoB104 Arabic Language | 2
Level One / Semester Two CyB112 Probability and Statistics 5
Level Two / Semester One CyB201 Object-Oriented Programming | 7
Level Two / Semester One CyB202 Data Structures 5
Level Two / Semester One CyB203 Theory of Computation 5
Level Two / Semester One CyB204 Database Fundamentals 5
Level Two / Semester One CyB205 Static Website Programming 6
Level Two / Semester One UOB204 Arabic Language I 2
Level Two / Semester Two CyB206 Object-Oriented Programming Il 7
Level Two / Semester Two CyB207 Algorithm Design and Analysis 6
Level Two / Semester Two CyB208 Dynamic Website Programming 7
Level Two / Semester Two CyB209 Cryptography Principles 6
Level Two / Semester Two UOB202 Baath Party Crimes 2
Level Two / Semester Two UOB201 English Language I 2
Level Three / Semester One CyB301 Advanced Cryptography 4
Level Three / Semester One CyB302 Mobile Applications 6
Level Three / Semester One CyB303 Computer Networks 6
Level Three / Semester One CyB304 Website Security 5
Level Three / Semester One CyB305 Artificial Intelligence 5
Level Three / Semester One CyB306 E-Commerce and Its Security 4
Level Three / Semester Two CyB307 Mobile Security 6
Level Three / Semester Two CyB308 Computer Network Security 6
Level Three / Semester Two CyB309 Cloud Computing Principles 4
Level Three / Semester Two CyB310 Information Risk Management 4
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Level Three / Semester Two CyB311 Secure Communication Protocols 4
Level Three / Semester Two CyB312 Malicious Code 6
Level Four / Semester One CyB401 Operating Systems 5
Level Four / Semester One CyB402 Internet of Things Security 5
Level Four / Semester One CyB403 Data Privacy 5
Level Four / Semester One CyB404 Cybersecurity Governance 5
Level Four / Semester One CyB405 Cloud Computing Security 5
Level Four / Semester One CyB406 Graduation Project | 5
Level Four / Semester Two CyB407 Operating Systems Security 5
Level Four / Semester Two CyB408 Authorization and Access Control 5
Level Four / Semester Two CyB409 Digital Forensics 5
Level Four / Semester Two CyB410 Hardware Security 5
Level Four / Semester Two CyB411 Offensive Security 5
Level Four / Semester Two CyB412 Graduation Project Il 5

8. Expected Program Learning Outcomes

Knowledge

Cybersecurity Principles:

Understand the fundamental and advanced principles
and concepts of cybersecurity sciences and information

security.

Know methods for protecting computer systems,

Systems and Network Security: | networks, applications, and data from cyber threats and

attacks.

Cyber Vulnerabilities and

Threats:

Understand types of vulnerabilities, risks, and cyber
threats and methods for their detection, analysis, and

assessment.

Cryptography and Secure

Communications:

Know the principles and techniques of cryptography,
network security, operating-system security, application

security, and secure communication protocols.

Emerging Technologies:

Understand the concepts and applications of cloud
computing and the Internet of Things and their

associated security aspects.

Security and Risk Management: | Know the principles of data privacy, risk management,
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security governance, and cybersecurity incident

response.

Legal and Ethical Aspects:

Understand the legal, ethical, and professional principles
related to cybersecurity, information protection, and

privacy.

Skills

Systems Analysis and

Vulnerability Detection:

Analyze and evaluate computer systems, networks, and
applications to identify vulnerabilities and security

weaknesses.

Security Solution Design:

Design and implement appropriate security solutions and
controls to protect systems, networks, and data from

cyberattacks.

Use of Security Tools:

Use modern tools and technologies for system testing,
threat analysis, and detection of unauthorized activities

and cybersecurity incidents.

Risk Assessment:

Analyze, assess, and prioritize security risks and

propose appropriate mitigation measures.

Critical Thinking and Problem
Solving:

Analyze complex problems, evaluate solutions, and
make appropriate decisions to address cybersecurity

challenges.

Creativity and Innovation:

Develop innovative and effective solutions to address

evolving cyber threats and emerging security problems.

Adaptation to Technological

Developments:

Develop the ability to use new technologies and tools
and keep pace with continuous change in the

cybersecurity environment.

Teamwork and Collaboration:

Work effectively in multidisciplinary teams, communicate,
and exchange information to address security problems

and incidents.

Continuous Learning:

Develop skills independently and keep up with current

developments, trends, and technologies in cybersecurity.




Values

Collaborate with others, exchange knowledge and

Teamwork: experience, and contribute effectively to teams, projects,
and incident-response teams.
Time Management and Set priorities, meet deadlines, and manage tasks and
Responsibility: professional responsibilities efficiently.
Adhere to ethical and legal values and standards and
Ethics and Confidentiality: maintain the confidentiality and security of data,

information, and privacy.

Commitment to Learning:

Maintain a commitment to continuous learning, develop

in cybersecurity.

Handle professional situations and pressures, adapt to

Resilience and Perseverance: changing threats, and persevere in finding appropriate

solutions.

Language and Professional

Use Arabic and English communication skills to support

Communication: academic and professional communication in the field.

Leadership and Communication:

Develop leadership, effective communication, and

cybersecurity environments.

9. Teaching and Learning Strategies

Explain cybersecurity concepts and scientific principles systematically and
connect theoretical aspects with practical applications.

Engage students in laboratories, exercises, and practical experiments using
cybersecurity-related tools and software.

Engage students in solving scientific, programming, and security problems to
strengthen analysis, application, and problem-solving skills.

Provide opportunities for discussion, dialogue, questions, ideas, and opinions
to develop critical and analytical thinking.

Use blended learning, e-learning platforms, and digital resources alongside
face-to-face teaching.

Use modern teaching aids, presentations, educational videos, and digital
materials to clarify concepts and enhance understanding.

Assign scientific and applied projects and research, allowing students to select
graduation-project topics consistent with their interests and specialization.
Encourage self-learning, research, inquiry, and use of modern scientific and
technical resources to keep pace with cybersecurity developments.

Provide summer-training opportunities to apply acquired knowledge and skills
and connect academic study with the workplace and labor-market
requirements.

knowledge and skills, and follow the latest developments

professional networking skills to enhance collaboration in




10.Assessment Methods

1- Conduct daily and weekly quizzes, monthly examinations, mid-semester
examinations, and final examinations.

2- Use electronic and in-person examinations as appropriate to the nature of the
course and intended learning outcomes.

3- Assess students through practical and laboratory examinations and tests to
measure their ability to apply acquired knowledge and skills.

4- Assign homework, exercises, and curricular and extracurricular activities and
continuously monitor performance.

5- Prepare scientific reports, research, and assignments related to course topics.

6- Assess presentations, discussion sessions, scientific seminars, and student
participation in classroom discussions.

7- Assess practical and programming projects and applications completed during
courses.

8- Assess graduation projects according to defined scientific and practical criteria
to measure students’ ability to apply acquired knowledge and skills to
discipline-related problems.

11.Orientation of New Academic Staff

1. Familiarizing new academic staff with the regulations, policies, and academic and
administrative procedures of the University, College, and Department.

2. Organizing training courses and workshops on teaching and learning strategies, course
preparation, assessment methods, and the use of modern technologies in teaching.

3. Training new academic staff in the use of university systems, e-learning platforms, and digital
tools adopted in the educational process.

4. Utilizing the experience of senior academic staff to provide academic and professional
guidance and support to new staff members.

5. Periodically monitoring the performance of new academic staff and providing feedback to
identify and enhance strengths, address weaknesses, and improve performance.

6. Encouraging new academic staff to participate in academic and professional development
programs organized by the University and College.

7. Encouraging participation in workshops, conferences, seminars, research projects, and
research activities that contribute to developing their scientific and research capabilities.

8. Providing continuous support, resources, and materials necessary to improve teaching and

research performance and meet academic quality requirements.
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12.Professional Development of Academic Staff

1. Periodically assessing the needs of academic staff to identify their scientific, educational, and
technical requirements and the areas needed for professional development.

2. Organizing training courses, workshops, and scientific seminars to develop academic staff
skills in modern teaching strategies, educational technologies, and assessment methods.

3. Encouraging academic staff to participate in conferences, seminars, and specialized
workshops in cybersecurity and information technology to keep pace with recent
developments in the field.

4. Supporting research activities and encouraging scientific publication, participation in research
projects and teams, and the exchange of scientific and research expertise with academic and
research institutions.

5. Enhancing cooperation and communication with corresponding departments and disciplines
at Iraqi and international universities to exchange knowledge, expertise, and academic and
professional practices.

6. Encouraging teamwork among academic staff and the exchange of experiences and practices
in teaching, scientific research, and the development of courses and academic programs.

7. Providing continuous support to academic staff in addressing academic, educational, and
technical challenges and keeping them informed of developments in education and modern
technologies.

13.Admission Criteria

Admission to the Department of Cybersecurity Science / College of Science / Al-Turath University is subject to
the admission regulations and instructions approved by the Ministry of Higher Education and Scientific
Research — Department of Private University Education. Students are admitted according to the approved
admission requirements and the minimum grade averages specified for the program for the relevant academic
year, through the centralized electronic application and admission system, in accordance with the Department’s
admission capacity and the applicable regulations,

In addition, the College and Department Admission Committee interviews applicants to identify their scientific
and technical interests and aptitudes and to assess their suitability for studying cybersecurity. During the
interview, students are introduced to the nature and requirements of the academic program, the essential skills
required for study, and future career opportunities. This process helps guide students in selecting a

specialization that is appropriate to their abilities and interests, The admission process also observes the

principles of fairness, transparency, and equal opportunity, while ensuring full compliance with the applicable

ministerial and university regulations.
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14.Main Sources of Information about the Program

1. Official website of Al-Turath University: uoturath.edu.iq

2. Website of the College of Science and Department of Cybersecurity Sciences:
tucos.uoturath.edu.iq

3. Academic program and course description files.

4. Instructions and guides of the Ministry of Higher Education and Scientific Research.

15.Program Development Plan

1. Periodically review and update curricula through additions and development in line with
scientific and technical advances in cybersecurity.

2. Develop specialized laboratories and equip them with modern hardware, software, and
tools required for practical applications, simulation, and cybersecurity training.

3. Strengthen the practical component of courses, particularly network security, vulnerability
and threat detection, cryptography, cloud security, and cybersecurity incident response.

4. Develop faculty capabilities through specialized courses and workshops and encourage
scientific research in cybersecurity and modern technologies.

5. Strengthen academic and professional cooperation with universities, institutions, and
specialized companies to exchange expertise, provide training opportunities, and implement
joint projects.

6. Encourage students to participate in research projects, competitions, workshops, and
applied cybersecurity activities to develop their skills and innovation capabilities.

7. Continue implementing and developing the program according to the Bologna Process
and ECTS system to enhance teaching and learning quality, improve program outcomes,
and expand academic cooperation opportunities.

8. Periodically review program outcomes and use feedback from students, graduates,

faculty, and the labor market to identify areas for continuous improvement and development.
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Program Skills Matrix — Department of Cybersecurity Sciences

Course Core / Elective /
Year / Level Code Course Name Supporting al a2 a3 bl b2 b3 b4 c1 c2 c3 c4
Level One / Semester Programming
One CyB101 Fundamentals | Core v v v v v v v v v
I(_)en\:ael One / Semester CyB102 Discrete Structures Supporting N4 N4 v N v v
I(_)en\:ael One / Semester CyB103 Computer Organization Core v v v v v v v v v v
covel One/Semester | ¢yg104 | Data Security Principles | Core VNIV, VIV IV IV IV VAR IV Y.
I(_)en\gel One / Semester uoB102 English Language | Supporting N4 v v v v
(L)en‘:ae' One/Semester | - B106 | Mathematics Supporting VAR, v v VAR
Level One / Semester Democracy and Human .
One UOB101 Rights Supporting v v v v v v
Level One / Semester CyB107 Programming Core v v v v v v v v v
Two Fundamentals Il
Level One /[ Semester | cyg108  Digital Logic Design Core VIR, S v v VARV,
#sv‘f' One /Semester | - 8109 | Cybersecurity Principles | Core VARV V2R BV AV BV BV IV VAV
Level One / Semester Coding and Information
Two CyB110 Theory Core v v v v v v v v v v v
Lovel One / Semester  yoB104 | Arabic Language | Supporting y y VARV,
ﬁfl One / Semester CyB112 Probability and Statistics | Supporting v v v v v v
Level Two / Semester Object-Oriented
One CyB201 Programming | Core v v v v v v v v v
covel Two/ Semester ¢yg202 | Data Structures Core VAR, VR IV VRV VARV,
I(‘;Veel Two / Semester CyB203 Theory of Computation Core v v v v v v
I(‘;\;el Two / Semester CyB204 Database Fundamentals | Core v v v v v v v v v
Level Two / Semester Static Website
One CyB205 Programming Core v v v v v v v v v
I(_)iveel Two / Semester uoB204 Arabic Language Il Supporting v v v v v
Level Two / Semester | CyB206 Object-Oriented Core v v v v v v v v v
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Two
Level Two / Semester

Programming I
Algorithm Design and

Two CyB207 Analysis Core v v v v v v v v v
_Iﬁvvoel Two / Semester CyB208 E?/;garr:risn\:\i/r?gbsite Core v v p p ¥ ¥ ¥ ¥ ¥
_Iﬁv\gal Two / Semester CyB209 Cryptography Principles Core v v v v v v v v v v
#sv‘ge' Two/Semester | ;npo02 | Baath Party Crimes Supporting v v v /|y
#Sv\f' Two/Semester | ;6801 | English Language Il Supporting v y /s lv |y
;Z\:r?é;zrregrﬁ e CyB301 Advanced Cryptography | Core v v v v v v v v v v
;‘Zﬂ;geg rﬁ . CyB302 | Mobile Applications Core VAR, VIV VAV S v oy
gz\:sl’;zrregé e CyB303 Computer Networks Core v v v v v v v v v v
;Z\:r?éltzrregrﬁ e CyB304 Website Security Core v v v v v v v v v v
covel Three / . CyB305 | Artificial Intelligence Core VAR, v v v /s v |y
;Z\:T?L;eregée CyB306 g—e(éﬁrrﬂ;nerce and Its Core Jov Y / / v p p
;i‘:ﬁ;;ge%\//o CyB307 Mobile Security Core v V4 V4 v V4 V4 J
g?a\rlsle;zrre'? V\/IO CyB308 gggr:ﬁiltj;er Network Core 7 v / v / p p P
SemesterTwo _ OY309 g TS core AArANNr, Ay
Semester Two | V3310 |\t et Core v vy v v P
Semestor Two OB posaie | Core v v v v v v
gz\r/r?le;rtzrre'?v\//o CyB312 Malicious Code Core N4 N4 N V4 v v J V4 N4 N4
;Z\rlﬁégtzl:réne CyB401 Operating Systems Core N4 N4 N4 V4 V4 v v V4 V4 v
Semesiar One O340z Gl Core VoV B vV
gz\ﬁle;zgré ne CyB403 Data Privacy Core v V4 V4 V4 v v V4 N4 N4
Semesior One CYBA04 | Ghremance Core Vo VoYY VvV
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Level Four/
Semester One
Level Four/
Semester One
Level Four/
Semester Two
Level Four/
Semester Two
Level Four/
Semester Two
Level Four/
Semester Two
Level Four/
Semester Two
Level Four/
Semester Two

CyB405
CyB406
CyB407
CyB408
CyB409
CyB410
CyB411

CyB412

Cloud Computing
Security

Graduation Project |

Operating Systems
Security

Authorization and Access
Control

Digital Forensics
Hardware Security
Offensive Security

Graduation Project Il

Core

Core

Core

Core

Core

Core

Core

Core

SN NEIENE N

NIEGES RSN RN RSN

NIEG RSN RSN

NN N RN NI ENEEN

NGNS

IR RGN ENIEN

IR RN RN ENIEN

NI NN ENENEEN

AN N N S NN

NI NN E NN

NI ENEENEEN

NI NN ENENEEN
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AL-TURATH
UNIVERSITY

Course Description Form
College of Science - Department of Cybersecurity Science

Programming Fundamentals |

1- Course Name

v VLT

o9 lol éylA

AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Programming Fundamentals |

2- Course Code

CyB101

3- Semester / Academic Year

First Semester / 2025-2026

4- Date of Description Preparation

1/10/2025

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (80) / Credits (6)

7- Course Instructor (if more than one, list all)

Dr. Huda Abd Al-Aali
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8 - Course Objectives

Course Objectives

Introduce the fundamental concepts of programming, algorithms, and flowchar
Understand the structure of a C++ program, data types, variables, constants, an
operators.

e Develop students' ability to analyze problems and convert them into
programmable algorithmic steps.

e Apply decision-making structures, loops, and functions in building basic
programs.

e Acquire skills in writing, testing, and debugging programs in a clear and
organized manner.

9 - Teaching and Learning Strategies

Strategy e Interactive lectures
e Theoretical explanation supported by programming examples
e Practical laboratory work
e Live Coding
e Problem-solving and algorithm exercises
e Class discussions and cooperative learning
e Programming assignments and exercises
e E-learning and visual presentations
e Feedback and debugging of programming errors
10 - Course Structure
Week | Hour Unit / Topic Required Learning Outcomes | Learning Method | Assessment
s Method
First 5 | Introduction to Identify the concept of Interactive lecture { Participation
Programming, programming, analyze a probler examples - exercis¢ and exercise
Algorithms, and | into algorithmic steps, and
Flowcharts represent it using a flowchart.
Second 5 | Programming Identify the components of a C4 Theoretical Laboratory
Environment and | program and use the developme| explanation - exercise
C++ Program environment to write and run a | laboratory applicat
Structure simple program.
Third 5 | Identifiers, Distinguish data types, define | Lecture - live codir Short
Variables, variables and constants, and use laboratory assignment
Constants, and them correctly.
Data Types
Fourth 5 | Input/Output, Use input/output statements, | Explanation and Short quiz
Operators, and arithmetic and logical operators| application - proble
Expressions and comparison operators. solving
Fifth 5 | Decision Apply conditional structures to | Interactive lecture { Programming
Structures: if and | solve programming problems a1 laboratory exercise
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if-else

make decisions.

Sixth 5 | Nested Build programs using nested | Explanation - Programming
Conditions and conditions and the switch examples - laborat( assignment
switch statement according to the application

problem requirements.
Seventh 5 | for Loops and Create programs based on Lecture - problem Practical
Nested Loops repetition and choose the solving - laboratory assessment
appropriate loop for repeated
tasks.
Eighth 10 | while and do- Compare loop types, apply then| Explanation - Examination
while Loops + and demonstrate understanding | application - mark
Midterm previous concepts. examination
Examination

Ninth 5 | Loop Control: Use loop-control statements and Live coding - Laboratory
break and analyze the resulting program | laboratory exercise
continue behavior.

Tenth 5 Introduction to Explain the concept of Interactive Assignment
Functions: functions, define a function, lecture -

Definition and and call it to organize a examples -
Calling program. application
Eleventh 5 Parameters, Use parameters and return Explanation - Practical
Return Values, values and apply pass-by- laboratory - assessment
and Pass-by- value in functions. cooperative
Value learning
Twelfth 5 Pass-by- Distinguish between pass-by- | Comparative Short quiz
Reference value and pass-by-reference explanation -
and apply them correctly. laboratory
application
Thirteent 5 Recursive Understand recursion and Lecture - live Programming
h Functions develop simple programs coding - exercises | assignment
using recursive functions.
Fourteent 5 Debugging and Detect and correct Laboratory - Activity and
h Program Design programming errors and error analysis - practical
assessment

Review

apply clear and organized

coding practices.

review
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Fifteenth

Final Examination

achieved.

Assess the extent to which
the main course learning

outcomes have been

Examination

Examination

mark

11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,
daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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AL-TURATH
UNIVERSITY

Course Description Form
College of Science - Department of Cybersecurity Science

Discrete Structures

1- Course Name

v VLT

o9 lol éylA

AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Discrete Structures

2- Course Code

CyB102

3- Semester / Academic Year

First Semester / 2025-2026

4- Date of Description Preparation

1/10/2025

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (63) / Credits (5)

7- Course Instructor (if more than one, list all)

Assistant Lecturer Khalid Sadiq Redha
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8 - Course Objectives

Course Objectives

e Introduce the fundamental concepts of discrete mathematics and their relations
to computer science.

e Develop the ability to use propositional logic, predicate logic, and quantifiers t
analyze statements.

e Understand set theory, set operations, and their representation using Venn
diagrams.

e Understand relations, Cartesian products, their properties, and their
representations.

e Develop logical and algorithmic thinking and problem-solving skills using
discrete structures.

9 - Teaching and Learning Strategies

Strategy e Interactive lectures
e Theoretical explanation supported by examples
e Practical exercises
e Problem-based learning
e Class discussions and cooperative learning
e Assignments and applied activities
e E-learning and visual presentations
e Continuous feedback
10 - Course Structure
Week | Hour Unit/ Topic Required Learning Outcomes | Learning Method | Assessment
] Method
First 4 | Introduction to Recognize the nature of discrete Interactive lecture | Short
Discrete mathematics and its application] examples assignment
Structures, Sets, computer science.
and Relations
Second 4 | Logical Distinguish logical statements a| Explanation - Exercise
Statements and determine truth values and logid exercises
Their Types connectives.
Third 4 | Propositional Apply propositional algebra Lecture - applicatiq ~ Short quiz
Algebra operations and construct truth
tables.
Fourth 4 | Laws of Use logical laws to prove Problem solving - | Assignment
Propositional equivalence and simplify discussion
Algebra and statements.
Logical
Equivalence
Fifth 4 | Predicate Logic | Understand predicates and conv| Explanation - Exercise
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statements into logical forms. | examples
Sixth Quantifiers and Use universal and existential | Lecture - problem Short quiz
Their quantifiers and interpret negatiq solving
Applications of quantified statements.
Seventh Set Theory Define sets and subsets and app| Explanation - Assignment
basic set operations. exercises
Eighth Set Operations + | Apply union, intersection, Problem solving - | Examination
Midterm difference, and complement and examination mark
Examination demonstrate understanding of
previous topics.
Ninth Venn Diagrams | Represent set relationships and | Visual presentation Activity
solve problems using Venn exercises
diagrams.
Tenth Laws of Set Apply set laws and prove Explanation - Assignment
Operations relationships between sets. problem solving
Eleventh Cartesian Define the Cartesian product | Lecture - Exercise
Product and use it to construct application
relations.
Twelfth Relations and Distinguish properties of Explanation - Short quiz
Their Types relations such as reflexivity, examples
symmetry, and transitivity.
Thirteent Representation Represent relations using Application - Assignment
h of Relations and | matrices and diagrams and discussion
Their Graphs analyze their properties.
Fourteent Laws of Relations | Use laws to solve integrated Problem solving - Activity
h and Applied computing-related problems. | review
Review
Fifteenth Final Examination | Assess the extent to which Examination Examination

the course learning outcomes

have been achieved.

mark
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11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,

daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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AL-TURATH
UNIVERSITY

Course Description Form
College of Science - Department of Cybersecurity Science

Computer Organization

1- Course Name

v VLT

o9 lol éylA

AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Computer Organization

2- Course Code

CyB103

3- Semester / Academic Year

First Semester / 2025-2026

4- Date of Description Preparation

1/10/2025

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (64) / Credits (5)

7- Course Instructor (if more than one, list all)

Assistant Lecturer Samah Jasim
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8 - Course Objectives

Course Objectives

e Understand the fundamental principles of computer organization, its componer|
and their interrelationships.
e Understand number systems, data representation, and arithmetic operations ins

a computer.

e Understand CPU organization, the instruction execution cycle, and instruction
architecture.

e Study the memory hierarchy, cache memory, main memory, and virtual
memory.

e Understand input/output systems, interrupts, DMA, parallel processing
principles, and performance evaluation.

9 - Teaching and Learning Strategies

Strategy e Interactive lectures
e Diagrams and visual illustrations
e Practical application and simulation
e Problem solving and structural analysis
e Case examples of computer architectures
e Discussions and cooperative learning
e Assignments and short reports
e E-learning and feedback
10 - Course Structure
Week | Hour Unit/ Topic Required Learning Outcomes | Learning Method | Assessment
] Method
First 4 | Introduction to Identify the basic computer Lecture - diagrams| Participation
Computer components, their functions, ang
Organization and | relationships.
Components
Second 4 | Number Systems | Convert between number syster] Explanation - Assignment
and Data and understand data representat| problem solving
Representation inside a computer.
Third 4 | Digital Logic and | Understand basic gates and bing Lecture - applicatiq ~ Short quiz
Arithmetic arithmetic operations used in
Operations computers.
Fourth 4 | CPU Explain processor components, | Explanation - Activity
Organization registers, and the data path. schematic drawing
Fifth 4 | Instruction Cycle | Trace the stages of instruction | Lecture - simulatio] Assignment
and Control Unit | fetch, decode, and execution.
Sixth 4 | Instruction Set Distinguish instruction formats,| Explanation - Short quiz
Architecture addressing modes, and their examples
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(ISA)

relationship to machine languag

Seventh Memory Explain memory levels and thei| Lecture - comparis Exercise
Hierarchy and speed, capacity, and cost
Storage characteristics.
Technologies
Eighth Cache Memory + | Analyze cache principles and | Explanation - Examination
Midterm mapping techniques and problems - mark
Examination demonstrate understanding of | examination
previous topics.
Ninth Main and Virtual | Understand memory organizatiq Lecture - applicatiq Assignment
Memory addressing, and the concept of
virtual memory.
Tenth Input/Output Describe 1/0O devices, Explanation - Activity
Systems interfaces, and methods of examples
data transfer.
Eleventh Interrupts and Explain interrupt handling and | Lecture - diagram Short quiz
DMA the direct memory access
mechanism.
Twelfth Pipelining and Understand pipeline stages, Explanation - Assignment
Superscalar hazards, and methods for analysis
Processing improving performance.
Thirteent Multiprocessors | Distinguish parallel Presentation - Activity
h and Parallel processing architectures and discussion
Processing multiprocessor systems.
Fourteent Performance Use performance indicators Case study - Short report
h Evaluation and and identify emerging review
Modern Trends technologies in computer
architecture.
Fifteenth Final Examination | Assess the extent to which Examination Examination
the course learning outcomes mark

have been achieved.
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11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,

daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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AL-TURATH
UNIVERSITY

Course Description Form
College of Science - Department of Cybersecurity Science

Data Security Principles

1- Course Name

v VLT

o9 lol éylA

AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Data Security Principles

2- Course Code

CyB104

3- Semester / Academic Year

First Semester / 2025-2026

4- Date of Description Preparation

1/10/2025

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (63) / Credits (5)

7- Course Instructor (if more than one, list all)

Assistant Lecturer Ahmed Ibrahim
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8 - Course Objectives

Course Objectives

e Understand the fundamental principles of data security, particularly
confidentiality, integrity, and availability.

o Identify risks, threats, and vulnerabilities that affect data security and methods
assessing them.

e Understand encryption, data protection, access control, and authentication
methods.

e Understand data-security policies, auditing, accountability, and incident
response.

e Develop awareness of legal, regulatory, and ethical requirements related to
data protection.

9 - Teaching and Learning Strategies

Strategy e Interactive lectures
e Real-world security case studies
e Risk and threat analysis
e Exercises and problem solving
e Discussion and brainstorming
e Scenario-based learning
e Assignments and reports
e E-learning and feedback
10 - Course Structure
Week | Hour Unit/ Topic Required Learning Outcomes | Learning Method | Assessment
] Method
First 4 | Introduction and | Understand the concept, Interactive lecture { Participation
Concepts of Data | objectives, and importance of di examples
Security security in digital systems.
Second 4 | Confidentiality, Explain the CIA triad and apply| Explanation - case| Assignment
Integrity, and elements to practical situations.| studies
Availability
(CIA)
Third 4 | Threats, Identify common threats and | Case presentation -  Short quiz
Vulnerabilities, vulnerabilities and their effects { discussion
and the Risk data.
Landscape
Fourth 4 | Data-Security Analyze assets, threats, and Problem-based Exercise
Risk Assessment | vulnerabilities and assess the ley learning
of risk.
Fifth 4 | Encryption and Understand the role of encryptiq Lecture - examples| Assignment
Data Protection in protecting data at rest and in
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transit.

Sixth Access Control Apply principles of access conti Explanation - Activity
and Permissions | roles, and permissions. scenarios
Seventh Authentication Distinguish authentication Lecture - discussio] ~ Short quiz
and Identity methods and identity managems
Management and their role in preventing
unauthorized access.
Eighth Auditing and Understand tracking, logs, and | Explanation - log | Examination
Accountability + | accountability and demonstrate | analysis - mark
Midterm understanding of previous examination
Examination concepts.
Ninth Availability, Propose measures to ensure daty Case study - Assignment
Backup, and availability and recovery from | application
Service service disruption.
Continuity
Tenth Data-Security Formulate simplified controls | Discussion - Short report
Policies and and policies for data activity
Procedures protection and classification.
Eleventh Response to Explain the stages of Scenario-based Activity
Data-Security detecting, containing, learning
Incidents handling, and recovering from
incidents.
Twelfth Malware and Recognize common attack Case Short quiz
Attacks on Data patterns and methods for presentation -
limiting their impact. analysis
Thirteent Firewalls and Understand the role of Explanation - Assignment
h Network Security | network controls in protecting | examples
Related to Data data and preventing
unauthorized access.
Fourteent Compliance and Relate data protection to Discussion - Participation
h Legal/Ethical legal requirements, privacy, review
Aspects and professional
responsibility.
Fifteenth Final Examination | Assess the extent to which Examination Examination
the course learning outcomes mark

have been achieved.
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11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,

daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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AL-TURATH
UNIVERSITY

Course Description Form
College of Science - Department of Cybersecurity Science

English Language |

1- Course Name

v VLT

o9 lol éylA

AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

English Language |

2- Course Code

UOB102

3- Semester / Academic Year

First Semester / 2025-2026

4- Date of Description Preparation

1/10/2025

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (33) / Credits (2)

7- Course Instructor (if more than one, list all)

Lecturer Dr. Samira
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8 - Course Objectives

Course Objectives

technology, and cybersecurity.
situations.

related to the specialization.

English.

Develop listening, speaking, reading, and writing skills in English.
Expand basic vocabulary and terminology related to computers, information

e Improve pronunciation and oral communication in academic and professional
e Enable students to understand and write sentences, short texts, and reports

e Develop the ability to conduct short conversations and presentations in

9 - Teaching and Learning Strategies

Strategy e Interactive lectures
e Listening and speaking exercises
e Guided reading
e Writing and vocabulary exercises
e Short presentations and pair work
e Class discussions
e Daily assignments
e E-learning and audiovisual materials
10 - Course Structure
Week | Hour Unit / Topic Required Learning Outcomes | Learning Method | Assessment
] Method
First 2 | E-commerce Use basic vocabulary and devel{ Listening - reading| Participation
Companies listening and speaking skills ab¢ conversation
technology companies.
Second 2 | E-commerce Describe features of electronic | Reading - writing -|  Assignment
Features services using appropriate conversation
language structures.
Third 2 Transaction Understand and use transaction{ Listening - Short quiz
Security security terminology in sentenc{ vocabulary -
and conversations. discussion
Fourth 2 | Online Read and write short texts abou| Reading - writing -|  Assignment
Transactions electronic transactions. conversation
Fifth 2 | Types of Describe types of networks and| Explanation - pair | Participation
Networks provide simple recommendatior activity
in English.
Sixth 2 | Networking Recognize network-device Listening - reading|  Short quiz
Hardware vocabulary and use it in functio] writing
descriptions.
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Seventh Talking About Use appropriate tenses to descri| Explanation - Assignment
the Past previous technical events. language exercises
Eighth Network Range | Discuss network range and speg Conversation - Examination
and Speed + and demonstrate previously examination mark
Midterm acquired language skills.
Examination
Ninth Fault Diagnosis | Describe a technical problem ar Listening - Activity
the results of diagnostic conversation
procedures in English.
Tenth Software Repair | Use basic vocabulary and Reading - writing | Assignment
instructions related to
software repair.
Eleventh Hardware Repair | Explain simple hardware Conversation - Short quiz
faults and corrective actions vocabulary
using appropriate
terminology.
Twelfth Customer Service | Communicate clearly to Role play - Participation
explain how things are used discussion
and provide support.
Thirteent Security Use security and protection Reading - writing Assignment
h Solutions vocabulary to describe - presentation
technical solutions.
Fourteent Health, Safety, Understand safety Discussion - Activity
h and Incident instructions and write a short | writing - review
Reporting report about a technical
incident.
Fifteenth Final Examination | Assess the acquired language | Examination Examination
skills and terminology. mark
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11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,
daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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AL-TURATH
UNIVERSITY

Course Description Form
College of Science - Department of Cybersecurity Science

Mathematics

1- Course Name

v VLT

o9 lol éylA

AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Mathematics

2- Course Code

CyB106

3- Semester / Academic Year

First Semester / 2025-2026

4- Date of Description Preparation

1/10/2025

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (63) / Credits (5)

7- Course Instructor (if more than one, list all)

Dr. Lama Jamal Abbas
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8 - Course Objectives

Course Objectives

Strengthen mathematical and logical thinking and problem-solving skills.
Understand fundamental concepts of matrices, determinants, and functions and
their applications.
e Acquire differentiation and integration skills and use them to solve applied
problems.
e Understand vectors and complex numbers, their representations, and
operations.
e Develop the ability to use mathematical tools to support analysis, computing,
and cybersecurity.

9 - Teaching and Learning Strategies

Strategy e Lectures and visual presentations
e Problem-solving exercises
e Learning through applied examples
e Discussion and dialogue
e Mathematical assignments
e Cooperative learning
e Use of digital tools when needed
e Continuous feedback
10 - Course Structure
Week | Hour Unit / Topic Required Learning Outcomes | Learning Method | Assessment
s Method
First 4 | Matrices and Recognize matrix types and Explanation - Assignment
Matrix perform basic operations on the| problem solving
Operations
Second 4 Determinants, Calculate determinants and Lecture - exercises| Short quiz
Inverse Matrices, | inverses and solve linear systen
and Linear using appropriate methods.
Systems
Third 4 | Review of Distinguish algebraic, exponent| Explanation - Exercise
Functions logarithmic, and trigonometric | examples
functions.
Fourth 4 | Differentiation Calculate derivatives using basi| Lecture - problem | Assignment
and Its Rules rules and the chain rule. solving
Fifth 4 | Derivatives of Apply differentiation rules to | Explanation - Short quiz
Trigonometric, different types of functions. exercises
Exponential, and
Logarithmic
Functions
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Sixth Applications of Use differentiation to study chaj Problem solving Activity
Differentiation and maximum/minimum values
Seventh Definite and Understand integration and Lecture - exercises| Assignment
Indefinite calculate basic integrals.
Integration
Eighth Numerical Apply numerical approximation Explanation - Examination
Integration and rules and demonstrate problems - mark
Integration understanding of previous examination
Techniques + concepts.
Midterm
Examination
Ninth Integration by Choose and correctly apply an | Problem solving - Short quiz
Parts, Partial appropriate integration method.| discussion
Fractions, and
Substitution
Tenth Applications of Use integration to calculate Lecture - Assignment
Integration areas and solve selected application
applied problems.
Eleventh Vectors and Represent vectors and Explanation - Activity
Vector perform addition and dot- exercises
Operations product operations.
Twelfth Cross Product Calculate the cross product Problem solving Short quiz
and Vector and solve applied vector
Applications problems.
Thirteent Complex Convert between Cartesian Lecture - Assignment
h Numbers and and polar forms and perform exercises
Polar operations on complex
Representation | humbers.
Fourteent Euler's Formula, | Apply Euler's formula and De | Explanation - Participation
h De Moivre's Moivre's theorem to calculate | review
Theorem, and powers and roots.
Review
Fifteenth Final Examination | Assess the extent to which Examination Examination
the course learning outcomes mark

have been achieved.
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11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,

daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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AL-TURATH
UNIVERSITY

Course Description Form
College of Science - Department of Cybersecurity Science

Democracy and Human Rights

1- Course Name

v VLT

o9 lol éylA

AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Democracy and Human Rights

2- Course Code

UOBI101

3- Semester / Academic Year

First Semester / 2025-2026

4- Date of Description Preparation

1/10/2025

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (33) / Credits (2)

7- Course Instructor (if more than one, list all)

Assistant Professor Dr. Ali Tariq
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8 - Course Objectives

Course Objectives ¢ Introduce the basic concepts and foundations of human rights and democracy.
Strengthen understanding of dignity, equality, freedom, justice, and the rule of
law.

Recognize major civil, political, economic, social, and cultural rights.
Develop awareness of mechanisms for protecting human rights and the role
of national and international institutions.

¢ Promote citizenship, participation, responsibility, and respect for the rights of
others.

9 - Teaching and Learning Strategies

Strategy Interactive lectures

Discussion and dialogue

Critical thinking and brainstorming
Case studies and real-world examples
Guided reading

Short presentations

Assignments and reports

Cooperative learning

10 - Course Structure

Week | Hour Unit/ Topic Required Learning Outcomes | Learning Method | Assessment

] Method
First 2 Introduction to Recognize the concept, Lecture - discussio] Participation
Human Rights characteristics, and importance |
and Human human rights.
Dignity
Second 2 | Development and | Explain the historical developm| Explanation - readi Assignment
Sources of and principal sources of human

Human Rights rights.

Third 2 | Classification of | Distinguish civil, political, Lecture - examples|  Short quiz
Human Rights economic, social, and cultural
rights.
Fourth 2 | Universal Recognize major principles Guided reading - Assignment

Declaration and contained in international humal discussion
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International

rights instruments.

Conventions
Fifth Concept and Explain democracy, pluralism, ¢ Lecture - dialogue | Participation
Principles of political participation.
Democracy
Sixth Democratic Distinguish the basic functions ( Explanation - case| Short quiz
Systems and institutions and mechanisms of | study
Institutions checks and balances.
Seventh Relationship Analyze the role of a democrati( Discussion - Activity
Between environment in protecting right{ brainstorming
Democracy and | and freedoms.
Human Rights
Eighth Rule of Law + Understand the role of law in | Lecture - examinat| Examination
Midterm protecting rights and demonstra mark
Examination understanding of previous topic
Ninth Human Rights in | Recognize basic constitutional ¢ Reading - discussiq Assignment
the Constitution | legal guarantees of rights.
and National Law
Tenth Public Freedoms, | Distinguish the scope of Case study Participation
Freedom of public freedoms and their
Expression, and | re|ation to responsibility and
Assembly respect for others.
Eleventh Equality and Explain the principle of Discussion - Short quiz
Non- equality and analyze forms of | examples

Discrimination

discrimination and ways to

reduce them.
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Twelfth 2 Citizenship and Understand citizenship, forms | Cooperative Assignment
Participation in of participation, and social learning -
Public Affairs responsibility. presentation

Thirteent 2 Human-Rights Recognize mechanisms and Lecture - case Activity

h Protection institutions responsible for study
Mechanisms monitoring, protection, and
accountability.
Fourteent 2 Contemporary Critically discuss Dialogue - review | Participation

h

Challenges and

General Review

contemporary challenges to

the protection of rights.

Fifteenth 3

Final Examination

Assess the extent to which
the course learning outcomes

have been achieved.

Examination

Examination

mark

11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,
daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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AL-TURATH
UNIVERSITY

Course Description Form
College of Science - Department of Cybersecurity Science

Programming Fundamentals Il

1- Course Name

v VLT

o9 lol éylA

AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Programming Fundamentals Il

2- Course Code

CyB107

3- Semester / Academic Year

Second Semester / 2025-2026

4- Date of Description Preparation

1/2/2026

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (75) / Credits (6)

7- Course Instructor (if more than one, list all)

Dr. Huda Abd Al-Aali
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8 - Course Objectives

Course Objectives

e Deepen students' understanding of C++ programming concepts and build on
previous programming fundamentals.

e Use different types of functions, including pass-by-value, pass-by-reference, af
recursive functions.

e Master one-dimensional and two-dimensional arrays and process their element
using functions.

e Handle strings, structures, and arrays of structures in an organized manner.

e Acquire skills in file handling, data reading/writing, and building more
integrated programs.

9 - Teaching and Learning Strategies

Interactive lectures

Strategy °
e Theoretical explanation supported by examples
e Practical application and exercises
e Individual and group problem solving
e Class discussions and cooperative learning
e Use of presentations and digital tools
e Assignments and periodic tasks
e Continuous feedback
e Live Coding
e Laboratory work and debugging
10 - Course Structure
Week | Hour Unit / Topic Required Learning Outcomes | Learning Method | Assessment
] Method
First 5 | Review of Connect basic programming Interactive lecture { Participation
Programming concepts with more advanced | laboratory and exercise
Fundamentals topics.
and Introduction
to Advanced
Programming
Second 5 | Functions with Use default parameters in functi Explanation - Programming
Default design. examples - assignment
Arguments application
Third 5 | Recursive Develop programs using recursi Live coding - Short quiz
Functions to solve simple problems. laboratory
Fourth 5 | Pass-by- Distinguish pass-by-value from| Comparative Laboratory
Reference pass-by-reference and apply bof explanation - exercise
application
Fifth 5 | One-Dimensional | Create arrays and process their | Lecture - laborator] ~Assignment
Arrays elements in programs.
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Sixth Two- Use two-dimensional arrays to | Explanation - Practical
Dimensional represent data. practical applicatio| assessment
Arrays
Seventh Functions and Pass arrays to functions and app Laboratory - probl¢ Practical quiz
Array Processing | search and processing operation solving
Eighth Strings Handle strings and perform basi Explanation - live Daily quiz
operations on them. coding
Ninth String-Processing | Use appropriate functions to Laboratory - exerci Programming
Functions process text. assignment
Tenth Structures Create structures and use Lecture - Short quiz
them to organize different application
kinds of data.
Eleventh Arrays of Combine arrays and Explanation - Practical
Structures structures to manage sets of | laboratory assessment
records.
Twelfth Nested Apply nested structures in Cooperative Assighment
Structures practical programs. learning -
laboratory
Thirteent Files: Concepts, Understand file handling and | Lecture - Laboratory
h Opening, apply input/output operations. | laboratory exercise
Reading, and
Writing
Fourteent Text/Binary Files | Handle file data and integrate | Mini-project - Activity and
h and course conceptsinto a review assessment
Comprehensive complete program.
Review
Fifteenth Final Examination | Assess the extent to which Examination Examination
the main course learning mark

outcomes have been

achieved.
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11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,

daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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AL-TURATH
UNIVERSITY

Course Description Form
College of Science - Department of Cybersecurity Science

Digital Logic Design

1- Course Name

v VLT

o9 lol éylA

AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Digital Logic Design

2- Course Code

CyB108

3- Semester / Academic Year

Second Semester / 2025-2026

4- Date of Description Preparation

1/2/2026

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (75) / Credits (6)

7- Course Instructor (if more than one, list all)

Assistant Lecturer Samah Jasim
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8 - Course Objectives

Course Objectives

e Understand the fundamental principles of digital systems and data representati
using binary and other number systems.
e Recognize logic gates and Boolean algebra and use them to analyze and design
digital circuits.
e Apply methods for simplifying logic functions using Boolean algebra and
Karnaugh maps.
e Design and analyze combinational circuits such as adders, comparators,
encoders, decoders, multiplexers, and demultiplexers.
e Understand sequential circuits, latches, flip-flops, counters, registers, and
digital memory.

9 - Teaching and Learning Strategies

Strategy e Interactive lectures
e Theoretical explanation supported by examples
e Practical application and exercises
e Individual and group problem solving
e Class discussions and cooperative learning
e Use of presentations and digital tools
e Assignments and periodic tasks
e Continuous feedback
¢ Digital-circuit simulation software
e Practical application of logic gates and circuits
10 - Course Structure
Week | Hour Unit/ Topic Required Learning Outcomes | Learning Method | Assessment
] Method
First 5 | Number Systems: | Convert between number syster] Explanation - Assignment
Decimal, Binary, | and explain the role of binary | examples - exercisq
Octal, and representation in digital systemg
Hexadecimal
Second 5 | Digital Codes Distinguish digital codes and | Lecture - applicatiq¢ ~ Short quiz
and Conversions: | perform conversions between
BCD and Gray them.
Third 5 | Binary Perform addition and subtractio| Explanation - Exercise
Arithmetic and using one's and two's problem solving
Complements complements.
Fourth 5 | Logic Gates and | Explain AND, OR, NOT, NAN] Lecture - simulatio Practical
Truth Tables NOR, XOR, and XNOR gates. assessment
Fifth 5 | Boolean Algebra | Simplify logical expressions usi Explanation - Assignment
and De Morgan's | basic laws. exercises
Laws
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Sixth Karnaugh Maps | Simplify logical functions using Problem solving - Short quiz
Karnaugh maps. simulation
Seventh Combinational- Design combinational circuits | Laboratory - mini- Practical
Circuit Design from a truth table to a logic project assessment
diagram.
Eighth Adders, Analyze and design basic Explanation - Daily quiz
Subtractors, and | arithmetic circuits. application
Comparators
Ninth Encoders, Apply combinational-circuit Simulation - Assignment
Decoders, components in design problems| laboratory
Multiplexers, and
Demultiplexers
Tenth Latches and Flip- | Distinguish types of latches Lecture - Short quiz
Flops and flip-flops and explain laboratory
their tables.
Eleventh Asynchronous Design simple digital counters | Explanation - Practical
and Synchronous | and analyze their state simulation assessment
Counters sequences.
Twelfth Registers and Understand and apply PIPO, Laboratory - Assignment
Shift Types SIPO, PISO, and SISO exercises
registers.
Thirteent Digital Memory: | Explain digital-memory Lecture - Quiz
h RAM and ROM organization and the examples
characteristics of its basic
types.
Fourteent Review and Integrate course concepts to | Mini-project - Activity
h Integrated design and analyze a review
Digital-System complete digital circuit.
Design
Fifteenth Final Examination | Assess the extent to which Examination Examination
the main course learning mark

outcomes have been

achieved.
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11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,

daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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AL-TURATH
UNIVERSITY

Course Description Form
College of Science - Department of Cybersecurity Science

Cybersecurity Principles

1- Course Name

v VLT

o9 lol éylA

AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Cybersecurity Principles

2- Course Code

CyB109

3- Semester / Academic Year

Second Semester / 2025-2026

4- Date of Description Preparation

1/2/2026

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (75) / Credits (6)

7- Course Instructor (if more than one, list all)

Assistant Lecturer Tabarak Raed
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8 - Course Objectives

Course Objectives

e Recognize fundamental cybersecurity concepts and terminology and their
importance in protecting digital assets.

e Distinguish threats, attacks, and threat actors and understand their impact on
systems, networks, and data.

¢ Understand risk-management principles and strategies for defense, detection, a|
incident response.

e Recognize the fundamentals of network, operating-system, web, cloud, and
mobile security.

e Develop awareness of ethical, legal, and emerging issues in cybersecurity.

9 - Teaching and Learning Strategies

Interactive lectures

Strategy °
e Real-world cybersecurity case studies
e Threat and risk scenario analysis
e Class discussions and brainstorming
e Risk-assessment and decision-making exercises
e Cooperative learning
o Digital presentations and visual materials
e Assignments and short reports
e Continuous feedback
10 - Course Structure
Week | Hour Unit / Topic Required Learning Outcomes | Learning Method | Assessment
] Method
First 5 | Introduction to Explain the concept, objectives,| Interactive lecture { Participation
Cybersecurity: and main domains of discussion
Concepts, cybersecurity.
Definitions, and
Terminology
Second 5 | Threats, Attacks, | Distinguish types of threats and| Case studies - Assignment
and Threat attacks and the motivations of | analysis
Actors attackers.
Third 5 | Cybersecurity Identify and assess risks and | Explanation - grouj  Short quiz
Risk propose appropriate controls. | exercise
Management
Fourth 5 | Cyber-Defense Compare prevention, detection,| Discussion - cases Activity
Strategies and response and select an
appropriate strategy.
Fifth 5 | Cryptography Understand the role of Lecture - examples| Assignment
Principles and cryptography in confidentiality,
Applications integrity, and authentication.
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Sixth Cybercrime, Recognize basic investigation | Explanation - case Quiz
Investigation, and | principles, procedures, and tooly study
Digital Evidence
Seventh Network Security | Understand the role of protocol§ Lecture - analysis | Assessment
devices, and services in protecti
networks.
Eighth Operating- Identify system threats, Explanation - Daily quiz
System Security | vulnerabilities, and security discussion
updates.
Ninth Web Security Distinguish web threats and saf{ Cases - presentatio] Assignment
configuration/protection practic|
Tenth Cloud Security Understand cloud models, Lecture - Short quiz
risks, and security controls. discussion
Eleventh Mobile Security Recognize threats affecting Case study - Activity
mobile platforms and presentation
applications.
Twelfth Social Identify deception techniques | Simulation - Assignment
Engineering, and propose awareness and discussion
Phishing, and prevention measures.
Fraud
Thirteent Ethics, Legal Apply ethical and legal Dialogue - case Short report
h Issues, and principles to cybersecurity study
Privacy situations.
Fourteent Emerging Trends: | Explain the effect of emerging | Presentations - Activity
h Al, loT, and technologies on the threat review
Blockchain and defense landscape.
Fifteenth Final Examination | Assess the extent to which Examination Examination

the main course learning
outcomes have been

achieved.

mark
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11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,

daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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AL-TURATH
UNIVERSITY

Course Description Form
College of Science - Department of Cybersecurity Science

Coding and Information Theory

1- Course Name

v VLT

o9 lol éylA

AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Coding and Information Theory

2- Course Code

CyB110

3- Semester / Academic Year

Second Semester / 2025-2026

4- Date of Description Preparation

1/2/2026

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (60) / Credits (5)

7- Course Instructor (if more than one, list all)

Assistant Lecturer Zahraa Ayad

56



8 - Course Objectives

Course Objectives

e Understand the fundamental concepts of coding theory and information theory
and their role in data representation and transmission.

e Understand information measures, entropy, source coding, and data-compressi
concepts.

e Understand channel coding and error detection/correction in communication
channels.

e Recognize coding techniques such as linear coding, Huffman coding, and
selected compression methods.

e Develop the ability to analyze coding efficiency and transmission reliability
in computing and communication applications.

9 - Teaching and Learning Strategies

Strategy e Interactive lectures
e Theoretical explanation supported by examples
e Practical application and exercises
e Individual and group problem solving
e Class discussions and cooperative learning
e Use of presentations and digital tools
e Assignments and periodic tasks
e Continuous feedback
e Exercises on coding and compression algorithms
o Case applications of reliable data transmission
10 - Course Structure
Week | Hour Unit/ Topic Required Learning Outcomes | Learning Method | Assessment
] Method
First 4 | Introduction to Explain the objectives and Lecture - discussio] Participation
Coding and applications of information theg
Information and coding.
Theory
Second 4 | Binary Codes and | Represent data using binary cod Explanation - Assignment
Error Detection and apply basic error-detection | exercises
principles.
Third 4 | Linear Codes and | Understand the structure of line{ Lecture - problem Short quiz
Error Correction | codes and basic error-correctior] solving
principles.
Fourth 4 | Convolutional Distinguish channel coding and| Explanation - Exercise
Codes and role in improving communicatiq application
Channel-Coding | reliability.
Concepts
Fifth 4 Source Coding Build a Huffman tree and calcul Problem solving - Assignment
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and Huffman coding efficiency. activity
Coding
Sixth Compression: Compare compression methods| Explanation - Quiz
Arithmetic and apply their basic principles.| examples
Coding and LZW
Seventh Entropy and Calculate information content aj Lecture - problems| Assessment
Information entropy for a simple informatios
Measurement source.
Eighth Channel Capacity | Understand channel capacity an| Explanation - Daily quiz
and Shannon fundamental limits of reliable | discussion
Theory communication.
Ninth Error-Correcting | Apply redundancy concepts for| Exercises - Assignment
Codes and error detection and correction. | application
Channel Coding
Tenth Burst and Distinguish transmission-error | Explanation - Short quiz
Random Errors types and select an cases
appropriate handling
mechanism.
Eleventh Relationship Understand the role of coding | Lecture - Report
Between Coding, | in data reliability and its discussion
Security, and relation to information
Cryptography security.
Twelfth Information- Connect theory to storage, Case studies - Activity
Theory communication, and network | presentation
Applications in applications.
Communications
and Networks
Thirteent Advanced Topics | Recognize advanced trends in | Lecture - short Assignment
h in Coding error-correcting codes. research
Fourteent Comprehensive Solve integrated problems Review - mini- Practical
h Review and involving coding, entropy, and | project assessment
Practical error detection.
Applications
Fifteenth Final Examination | Assess the extent to which Examination Examination
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achieved.

the main course learning

outcomes have been

mark

11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,
daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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AL-TURATH
UNIVERSITY

Course Description Form
College of Science - Department of Cybersecurity Science

Arabic Language |

1- Course Name

v VLT

o9 lol éylA

AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Arabic Language |

2- Course Code

UOB104

3- Semester / Academic Year

Second Semester / 2025-2026

4- Date of Description Preparation

1/2/2026

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (30) / Credits (2)

7- Course Instructor (if more than one, list all)

Assistant Lecturer Samraa Suhdi Hadi
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8 - Course Objectives

Course Objectives

e Explain the importance of Arabic and develop students' ability to read correctly
and write accurately.
e Introduce basic spelling and grammar rules and common language errors.
e Develop the ability to express ideas correctly and choose appropriate structures
and vocabulary.
e Develop reading, comprehension, and writing skills according to linguistic
and grammatical standards.
e Strengthen confidence in oral and written communication in Arabic.

9 - Teaching and Learning Strategies

Strategy e Theoretical explanation and linguistic examples
e Reading and analyzing texts
e Spelling and grammar exercises
e Discussion and dialogue
e Written assignments
e Collective correction of common errors
e Cooperative learning
e Feedback
10 - Course Structure
Week | Hour Unit/ Topic Required Learning Outcomes | Learning Method | Assessment
] Method
First 2 | Introduction to Recognize major types of Explanation - Participation
Language Errors | language errors and their impac| discussion
and the on communication.
Importance of
Correct Usage
Second 2 | Taa Marbuta and | Distinguish the correct writing | Explanation - Assignment
Open Taa positions of taa marbuta and op{ exercises
taa.
Third 2 | Hamzat al-Wasl | Apply the spelling rules of ham] Examples - exercis|  Short quiz
and Hamzat al- al-wasl and hamzat al-qat'.
Qat'
Fourth 2 | Medial and Final | Write medial and final hamza | Explanation - Assignment
Hamza according to spelling rules. application
Fifth 2 | Mamduda and Distinguish the correct positiony Lecture - exercises Quiz
Magsura Alif alif mamduda and alif maqsura.
Sixth 2 | Sun and Moon Apply the rules of sun and mooj Explanation - readi Activity
Letters letters in reading and writing.
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Seventh Dad and Dha Distinguish common words Writing practice - | Assignment
written with Dad and Dha. discussion
Eighth Numbers and Apply basic number rules in Explanation - Daily quiz
Basic Rules simple language structures. examples
Ninth Objects in Arabic | Recognize major types of Explanation - Quiz
Grammar grammatical objects and use the sentence analysis
in sentences.
Tenth Parts of Speech Distinguish nouns, verbs, and | Reading - Activity
particles in texts. application
Eleventh Meanings of Understand the meanings of | Explanation - Assighment
Prepositions prepositions and use them examples
correctly.
Twelfth Applications on Correct common spelling and | Correction Assessment
Common grammatical errors in short workshop
Language Errors | texts.
Thirteent Nun and Distinguish between nun and | Explanation - Short quiz
h Tanween tanween in writing and exercises
pronunciation.
Fourteent Comprehensive Use the studied rules to write | Review - writing Activity
h Review and a linguistically correct text.
Writing
Applications
Fifteenth Final Examination | Assess the extent to which Examination Examination

the main course learning
outcomes have been

achieved.

mark
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11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,

daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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AL-TURATH
UNIVERSITY

Course Description Form
College of Science - Department of Cybersecurity Science

Probability and Statistics

1- Course Name

v VLT

o9 lol éylA

AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Probability and Statistics

2- Course Code

CyB112

3- Semester / Academic Year

Second Semester / 2025-2026

4- Date of Description Preparation

1/2/2026

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (60) / Credits (5)

7- Course Instructor (if more than one, list all)

Dr. Lama Jamal Abbas
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8 - Course Objectives

Course Objectives

e Understand the basic concepts and terminology of statistics and probability and
methods of data representation.
e Use measures of central tendency and dispersion to summarize and analyze dat
¢ Understand sample spaces, events, probability rules, counting techniques,
permutations, and combinations.
e Understand conditional probability, independence, random variables, and
basic probability distributions.
e Develop the ability to interpret statistical results and use them to solve
computing and practical problems.

9 - Teaching and Learning Strategies

Strategy e Interactive lectures
e Theoretical explanation supported by examples
e Practical application and exercises
e Individual and group problem solving
e Class discussions and cooperative learning
e Use of presentations and digital tools
e Assignments and periodic tasks
e Continuous feedback
e Probability and statistics problem solving
e Use of tables and charts for data representation
10 - Course Structure
Week | Hour Unit / Topic Required Learning Outcomes | Learning Method | Assessment
] Method
First 4 | Introduction to Distinguish descriptive and Lecture - examples| Participation
Statistics, Types, | inferential statistics and types o]
and Data data.
Second 4 | Data Organize and represent data usil Explanation - Assignment
Presentation, appropriate methods. application
Tables, and
Charts
Third 4 | Measures of Calculate and interpret the mear] Problem solving - Short quiz
Central Tendency | median, and mode. discussion
Fourth 4 | Measures of Calculate range, variance, and | Explanation - Assignment
Dispersion standard deviation and analyze | exercises
dispersion.
Fifth 4 | Introduction to Identify the sample space and u{ Lecture - problems Quiz
Probability and permutations and combinations.
Counting
Techniques
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Sixth Sets, Venn Apply set operations and Explanation - Activity
Diagrams, and union/intersection probability | exercises
Probability Rules | rules.
Seventh Probability Use probability axioms and law| Problem solving Assessment
Axioms and to solve problems.
Compound
Events
Eighth Conditional Calculate conditional probabilit| Lecture - applicatiq  Daily quiz
Probability and and distinguish independent
Independence events.
Ninth Bayes' Theorem | Apply Bayes' theorem to simplg Explanation - case§ Assignment
probability problems.
Tenth Random Understand random variables | Lecture - Short quiz
Variables and and calculate expectation and | problems
Expected Value | yariance.
Eleventh Discrete Recognize models of discrete | Explanation - Assighment
Probability distributions and calculate application
Distributions their probabilities.
Twelfth Correlation and Interpret the relationship Data analysis - Short report
Simple Linear between two variables and discussion
Regression read a regression line.
Thirteent Sampling and Understand the concept and Lecture - Quiz
h Statistical importance of a sample in examples
Inference inference.
Fourteent Review and Use course concepts to Review - problem Activity
h Statistical/Proba | analyze varied problems and | solving
bility data.
Applications
Fifteenth Final Examination | Assess the extent to which Examination Examination
the main course learning mark

outcomes have been

achieved.
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11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,

daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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AL-TURATH
UNIVERSITY

Course Description Form
College of Science - Department of Cybersecurity Science

Object Oriented Programming |
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AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

1- Course Name

Object Oriented Programming |

2- Course Code

CyB201

3- Semester / Academic Year

First Semester / 2025-2026

4- Date of Description Preparation

1/9/2025

5- Available Attendance Modes

In-person / Online

6- Total Contact Hours / Total Credits

Total Hours (75) / Credits (7)

7- Course Instructor (if more than one, list all)

Assistant Professor Dr. Wathig Najah
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8 - Course Objectives

Course Objectives

Introduce students to the fundamental concepts of object-oriented programmin
and relate them to procedural programming.

Enable students to design classes and objects and use attributes and methods
correctly.

Understand encapsulation, constructors, overloading, and basic inheritance.
Develop the ability to reuse code and organize programs into interconnected
units.

Develop problem-analysis skills and build object-oriented software solutions.

9 - Teaching and Learning Strategies

Strategy e Interactive lectures
e Theoretical explanation supported by examples
e Class discussions and cooperative learning
e Assignments and periodic tasks
e Use of presentations and digital tools
e Continuous feedback
e Laboratory application and live coding
e Problem solving and debugging
10 - Course Structure
Week | Hours Unit / Topic Required Learning Outcomes Learning Method | Assessme
nt
Method
First 5 Introduction to Understand introduction to object- | Lecture - explanatiq Participati
Object-Oriented oriented programming and apply it{ - application onand
Programming fundamental concepts as appropriat exercise
to the nature of the course.
Secon 5 Classes and Understand classes and objects and| Lecture - explanati¢ Assignme
d Objects apply its fundamental concepts as | - application nt
appropriate to the nature of the coui
Third 5 Access Specifiers | Understand access specifiers and | Lecture - explanati¢ Short quiz
and Encapsulation | encapsulation and apply its - application
fundamental concepts as appropriat
to the nature of the course.
Fourth 5 Constructors Understand constructors and apply | Lecture - explanati¢  Activity
fundamental concepts as appropriat - application
to the nature of the course.
Fifth 5 Destructors and Understand destructors and object | Lecture - explanati¢ Practical
Object Copying copying and apply its fundamental | - application assessme
concepts as appropriate to the natur nt
of the course.
Sixth 5 Member and Static | Understand member and static Lecture - explanatiq Participati
Functions functions and apply its fundamenta| - application onand
concepts as appropriate to the natur exercise
of the course.
Sevent 5 Function Understand function overloading af Lecture - explanatiq Assignme
h Overloading apply its fundamental concepts as | - application nt
appropriate to the nature of the coui
Eighth 5 Operator Understand operator overloading ar Lecture - explanati¢ Short quiz
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Overloading apply its fundamental concepts as | - application
appropriate to the nature of the coui
Ninth Relationships Understand relationships between | Lecture - explanatiq Activity
Between Classes classes and apply its fundamental | - application
concepts as appropriate to the natur
of the course.
Tenth Introduction to Understand introduction to Lecture - Practical
Inheritance inheritance and apply its explanation - assessme
fundamental concepts as application nt
appropriate to the nature of the
course.
Eleven Types of Understand types of inheritance | Lecture - Participat
th Inheritance and and function overriding and explanation - ion and
Function apply its fundamental concepts application exercise
Overriding as appropriate to the nature of
the course.
Twelft Pointers and Understand pointers and objects | Lecture - Assignme
h Objects and apply its fundamental explanation - nt
concepts as appropriate to the application
nature of the course.
Thirte Arrays and Objects | Understand arrays and objects Lecture - Short quiz
enth and apply its fundamental explanation -
concepts as appropriate to the application
nature of the course.
Fourte Object-Oriented Understand object-oriented Lecture - Activity
enth Project and project and review and apply its explanation -
Review fundamental concepts as application
appropriate to the nature of the
course.
Fifteen Final Examination | Assess the extent to which the Examination Examinat
th main course learning outcomes ion mark
have been achieved.

11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,
daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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AL-TURATH
UNIVERSITY

Course Description Form
College of Science - Department of Cybersecurity Science

Data Structures

1- Course Name

v VLT

o9 lol éylA

AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Data Structures

2- Course Code

CyB202

3- Semester / Academic Year

First Semester / 2025-2026

4- Date of Description Preparation

1/9/2025

5- Available Attendance Modes

In-person / Online

6- Total Contact Hours / Total Credits

Total Hours (75) / Credits (6)

7- Course Instructor (if more than one, list all)

Assistant Lecturer Khalid Sadig Redha
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8 - Course Objectives

Course Objectives .

Understand the concept of data structures and their importance in organizing aj
managing data efficiently.
Recognize arrays, lists, stacks, and queues and their representation mechanism
Apply fundamental sorting and searching algorithms.
Select the appropriate data structure according to the nature of the problem.
Implement data structures and their algorithms programmatically.

9 - Teaching and Learning Strategies

Strategy e Interactive lectures
e Theoretical explanation supported by examples
e Class discussions and cooperative learning
e Assignments and periodic tasks
e Use of presentations and digital tools
e Continuous feedback
e Laboratory application and live coding
e Problem solving and debugging
10 - Course Structure
Week | Hours Unit / Topic Required Learning Outcomes Learning Method | Assessme
nt
Method
First 5 Introduction to Understand introduction to data Lecture - explanatiq Participati
Data Structures structures and apply its fundamenta - application onand
concepts as appropriate to the natur exercise
of the course.
Secon 5 One-Dimensional | Understand one-dimensional arrays| Lecture - explanati¢ Assignme
d Arrays and apply its fundamental concepts| - application nt
appropriate to the nature of the coui
Third 5 Multidimensional | Understand multidimensional array| Lecture - explanati¢ Short quiz
Arrays and apply its fundamental concepts| - application
appropriate to the nature of the coui
Fourth 5 Linked Lists Understand linked lists and apply i1t Lecture - explanati¢ Activity
fundamental concepts as appropriat| - application
to the nature of the course.
Fifth 5 Types of Linked Understand types of linked lists and Lecture - explanati¢ Practical
Lists apply its fundamental concepts as | - application assessme
appropriate to the nature of the coui nt
Sixth 5 Stack Understand stack and apply its Lecture - explanatiq Participati
fundamental concepts as appropriatl - application onand
to the nature of the course. exercise
Sevent 5 Infix to Postfix Understand infix to postfix convers| Lecture - explanati¢ Assignme
h Conversion and apply its fundamental concepts| - application nt
appropriate to the nature of the coui
Eighth 5 Parenthesis Understand parenthesis matching aj Lecture - explanati¢ Short quiz
Matching and postfix evaluation and apply its - application
Postfix Evaluation | fundamental concepts as appropriat
to the nature of the course.
Ninth 5 Queue Understand queue and apply its Lecture - explanati¢ Activity
fundamental concepts as appropriat - application
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to the nature of the course.

Tenth Circular Queue Understand circular queue and Lecture - Practical
apply its fundamental concepts explanation - assessme
as appropriate to the nature of application nt
the course.

Eleven Introduction to Understand introduction to trees | Lecture - Participat

th Trees and apply its fundamental explanation - ion and
concepts as appropriate to the application exercise
nature of the course.

Twelft Selection Sort and | Understand selection sort and Lecture - Assighme

h Insertion Sort insertion sort and apply its explanation - nt
fundamental concepts as application
appropriate to the nature of the
course.
Thirte Bubble Sort and Understand bubble sort and Lecture - Short quiz
enth Merge Sort merge sort and apply its explanation -
fundamental concepts as application
appropriate to the nature of the
course.
Fourte Sequential and Understand sequential and Lecture - Activity
enth Binary Search binary search and apply its explanation -
fundamental concepts as application
appropriate to the nature of the
course.
Fifteen Final Examination | Assess the extent to which the Examination Examinat
th main course learning outcomes ion mark
have been achieved.

11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,
daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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AL-TURATH
UNIVERSITY

Course Description Form
College of Science - Department of Cybersecurity Science

Computational Theory

1- Course Name
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AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Computational Theory

2- Course Code

CyB203

3- Semester / Academic Year

First Semester / 2025-2026

4- Date of Description Preparation

1/9/2025

5- Available Attendance Modes

In-person / Online

6- Total Contact Hours / Total Credits

Total Hours (60) / Credits (5)

7- Course Instructor (if more than one, list all)

Assistant Lecturer Ahmed lbrahim
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8 - Course Objectives

Course Objectives .

Understand the theoretical foundations of computation and the mathematical
models used to describe computational processes.

Recognize formal languages, grammars, and their types.
Understand deterministic and nondeterministic finite automata.
Study regular expressions and their relationship to automata.
Develop logical thinking and analyze problem computability.

9 - Teaching and Learning Strategies

Strategy e Interactive lectures
e Theoretical explanation supported by examples
e Class discussions and cooperative learning
e Assignments and periodic tasks
e Use of presentations and digital tools
e Continuous feedback
e Problem solving and step-by-step tracing
e Model representation and diagrams
10 - Course Structure
Week | Hours Unit / Topic Required Learning Outcomes Learning Method | Assessme
nt
Method
First 4 Introduction to Understand introduction to theory @ Lecture - explanatiq Participati
Theory of computation and apply its - application onand
Computation fundamental concepts as appropriat exercise
to the nature of the course.
Secon 4 Formal Languages, | Understand formal languages, Lecture - explanati¢ Assignme
d Alphabets, and alphabets, and strings and apply its| - application nt
Strings fundamental concepts as appropriat
to the nature of the course.
Third 4 Grammars and Understand grammars and their typ| Lecture - explanati¢ Short quiz
Their Types and apply its fundamental concepts| - application
appropriate to the nature of the coui
Fourth 4 Derivation Trees Understand derivation trees and apy Lecture - explanati¢  Activity
its fundamental concepts as - application
appropriate to the nature of the coui
Fifth 4 Simplification of | Understand simplification of contey Lecture - explanati¢ Practical
Context-Free free grammars and apply its - application assessme
Grammars fundamental concepts as appropriat nt
to the nature of the course.
Sixth 4 Introduction to Understand introduction to finite | Lecture - explanatiq Participati
Finite Automata automata and apply its fundamental - application on and
concepts as appropriate to the natur exercise
of the course.
Sevent 4 DFA Understand dfa and apply its Lecture - explanati¢ Assignme
h fundamental concepts as appropriat - application nt
to the nature of the course.
Eighth 4 NFA Understand nfa and apply its Lecture - explanati¢ Short quiz
fundamental concepts as appropriat| - application
to the nature of the course.
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Ninth Conversion from Understand conversion from nfa to| Lecture - explanatiq Activity
NFA to DFA dfa and apply its fundamental - application
concepts as appropriate to the natur
of the course.
Tenth Regular Understand regular expressions Lecture - Practical
Expressions and apply its fundamental explanation - assessme
concepts as appropriate to the application nt
nature of the course.
Eleven Relationship Understand relationship between | Lecture - Participat
th Between RE and re and fa and apply its explanation - ion and
FA fundamental concepts as application exercise
appropriate to the nature of the
course.
Twelft Context-Sensitive | Understand context-sensitive Lecture - Assignme
h Languages languages and apply its explanation - nt
fundamental concepts as application
appropriate to the nature of the
course.
Thirte Turing Machine Understand turing machine and Lecture - Short quiz
enth apply its fundamental concepts as | explanation -
appropriate to the nature of the application
course.
Fourte Halting Problem Understand halting problem and | Lecture - Activity
enth and Review review and apply its fundamental | explanation -
concepts as appropriate to the application
nature of the course.
Fifteen Final Examination | Assess the extent to which the Examination Examinat
th main course learning outcomes ion mark
have been achieved.

11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,
daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date

76




AL-TURATH
UNIVERSITY

Course Description Form
College of Science - Department of Cybersecurity Science

Database Basics

1- Course Name

v VLT

o9 lol éylA

AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Database Basics

2- Course Code

CyB204

3- Semester / Academic Year

First Semester / 2025-2026

4- Date of Description Preparation

1/9/2025

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (75) / Credits (5)

7- Course Instructor (if more than one, list all)

Assistant Lecturer Khalid Sadig Redha
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8 - Course Objectives

Course Objectives

Understand the fundamental concepts of databases and the difference between
databases and traditional file systems.

Recognize the stages of data modeling and the construction of entity-relationsh
diagrams.

Identify entities, attributes, relationships, and cardinality constraints.
Understand the relational model and convert ER models into tables.
Apply basic SQL commands to create, retrieve, and modify data.

9 - Teaching and Learning Strategies

Strategy e Interactive lectures
e Theoretical explanation supported by examples
e Class discussions and cooperative learning
e Assignments and periodic tasks
e Use of presentations and digital tools
e Continuous feedback
e Laboratory application and live coding
e Problem solving and debugging
10 - Course Structure
Week | Hours Unit/ Topic Required Learning Outcomes Learning Method | Assessme
nt
Method
First 5 Database Concepts | Understand database concepts and | Lecture - explanatiq Participati
apply its fundamental concepts as | - application on and
appropriate to the nature of the coui exercise
Secon 5 Traditional File Understand traditional file processi] Lecture - explanati( Assignme
d Processing systems and apply its fundamental | - application nt
Systems concepts as appropriate to the natur
of the course.
Third 5 Database Understand database approach and | Lecture - explanatiq Short quiz
Approach and dbms and apply its fundamental - application
DBMS concepts as appropriate to the natur
of the course.
Fourth 5 Data Modeling Understand data modeling and appl Lecture - explanati¢ Activity
its fundamental concepts as - application
appropriate to the nature of the coui
Fifth 5 Entity Modeling Understand entity modeling and ap] Lecture - explanati¢ Practical
its fundamental concepts as - application assessme
appropriate to the nature of the coui nt
Sixth 5 Attribute Understand attribute modeling and | Lecture - explanatiq Participati
Modeling apply its fundamental concepts as | - application on and
appropriate to the nature of the coui exercise
Sevent 5 Relationship Understand relationship modeling 4 Lecture - explanati¢ Assignme
h Modeling apply its fundamental concepts as | - application nt
appropriate to the nature of the coui
Eighth 5 Relationship Understand relationship degree and Lecture - explanati¢ Short quiz
Degree and cardinality constraints and apply its - application
Cardinality fundamental concepts as appropriat
Constraints to the nature of the course.
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Ninth EER Model Understand eer model and apply its| Lecture - explanatiq Activity
fundamental concepts as appropriat| - application
to the nature of the course.

Tenth Relational Model | Understand relational model and | Lecture - Practical
apply its fundamental concepts explanation - assessme
as appropriate to the nature of application nt
the course.

Eleven Converting ER Understand converting er models | Lecture - Participat
th Models to to relations and apply its explanation - ion and
Relations fundamental concepts as application exercise
appropriate to the nature of the
course.

Twelft Introduction to Understand introduction to sql Lecture - Assighme
h SQL and Table and table creation and apply its explanation - nt
Creation fundamental concepts as application
appropriate to the nature of the

course.

Thirte INSERT, UPDATE, Understand insert, update, and Lecture - Short quiz

enth and DELETE delete and apply its fundamental | explanation -
concepts as appropriate to the application
nature of the course.

Fourte SELECT and Design | Understand select and design Lecture - Activity

enth Review review and apply its fundamental | explanation -
concepts as appropriate to the application
nature of the course.
Fifteen Final Examination | Assess the extent to which the Examination Examinat
th main course learning outcomes ion mark
have been achieved.

11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,
daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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AL-TURATH
UNIVERSITY

Course Description Form
College of Science - Department of Cybersecurity Science

Static Websites Programming

1- Course Name
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AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Static Websites Programming

2- Course Code

CyB205

3- Semester / Academic Year

First Semester / 2025-2026

4- Date of Description Preparation

1/9/2025

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (75) / Credits (5)

7- Course Instructor (if more than one, list all)

Assistant Lecturer Issam Ahmed
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8 - Course Objectives

Introduce students to web fundamentals and the structure of static websites.
Master HTML for building web pages and organizing content.

Use CSS for formatting, layout, and responsive design.

Become familiar with JavaScript for adding simple interactivity.

Design an integrated, organized, and user-friendly static website.

Course Objectives

9 - Teaching and Learning Strategies

Interactive lectures

Strategy °
e Theoretical explanation supported by examples
e Class discussions and cooperative learning
e Assignments and periodic tasks
e Use of presentations and digital tools
e Continuous feedback
e Laboratory application in web development
e Integrated practical project
10 - Course Structure
Week | Hours Unit / Topic Required Learning Outcomes Learning Method | Assessme
nt
Method
First 5 Introduction to the | Understand introduction to the web| Lecture - explanatiq Participati
Web and Static and static websites and apply its - application onand
Websites fundamental concepts as appropriat exercise
to the nature of the course.

Secon 5 HTML Basics Understand html basics and apply i Lecture - explanati¢ Assignme

d fundamental concepts as appropriat - application nt
to the nature of the course.

Third 5 Text, Lists, Links, | Understand text, lists, links, and Lecture - explanati¢ Short quiz

and Images images and apply its fundamental | - application
concepts as appropriate to the natur
of the course.

Fourth 5 Tables and Forms | Understand tables and forms and | Lecture - explanati¢ Activity
apply its fundamental concepts as | - application
appropriate to the nature of the coui
Fifth 5 HTMLS and Understand html5 and semantic Lecture - explanati¢ Practical

Semantic Elements | elements and apply its fundamental| - application assessme
concepts as appropriate to the natur nt
of the course.

Sixth 5 CSS and Selectors | Understand css and selectors and | Lecture - explanati( Participati
apply its fundamental concepts as | - application on and
appropriate to the nature of the coui exercise

Sevent 5 Box Model Understand box model and apply it{ Lecture - explanati¢ Assignme

h fundamental concepts as appropriat| - application nt

to the nature of the course.

Eighth 5 Flexbox Understand flexbox and apply its | Lecture - explanati¢ Short quiz
fundamental concepts as appropriat - application
to the nature of the course.

Ninth 5 CSS Grid and Understand css grid and responsive| Lecture - explanatiq Activity

Responsive Design | design and apply its fundamental | - application
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concepts as appropriate to the natur
of the course.

Tenth Form Styling Understand form styling and Lecture - Practical
apply its fundamental concepts explanation - assessme
as appropriate to the nature of application nt
the course.

Eleven Introduction to Understand introduction to Lecture - Participat

th JavaScript javascript and apply its explanation - ion and
fundamental concepts as application exercise
appropriate to the nature of the
course.
Twelft DOM and Events Understand dom and events and | Lecture - Assignme
h apply its fundamental concepts explanation - nt
as appropriate to the nature of application
the course.
Thirte Input Validation Understand input validation and Lecture - Short quiz
enth apply its fundamental concepts as | explanation -
appropriate to the nature of the application
course.
Fourte Static Website Understand static website Lecture - Activity
enth Project and project and review and apply its explanation -
Review fundamental concepts as application
appropriate to the nature of the
course.
Fifteen Final Examination | Assess the extent to which the Examination Examinat
th main course learning outcomes ion mark
have been achieved.

11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,
daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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AL-TURATH
UNIVERSITY

Course Description Form

College of Science - Department of Cybersecurity Science

Arabic Language Il

1- Course Name
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AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Arabic Language Il

2- Course Code

UOB204

3- Semester / Academic Year

First Semester / 2025-2026

4- Date of Description Preparation

1/9/2025

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (30) / Credits (2)

7- Course Instructor (if more than one, list all)

Lecturer Dr. Hanaa Nouri
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8 - Course Objectives

Course Objectives

Strengthen correct use of Arabic in academic writing and expression.
Develop students knowledge of fundamental grammar and morphology rules.
Develop the ability to analyze sentences and texts and correct errors.

Provide students with functional-writing and summarization skills.
Enhance fluency and accurate oral and written communication.

9 - Teaching and Learning Strategies

Strategy ¢ Explanation and discussion
e Reading and listening
e Written and oral exercises
e Cooperative learning
e Assignments and feedback
10 - Course Structure
Week | Hours Unit / Topic Required Learning Outcomes Learning Method | Assessme
nt
Method
First 2 Review of Spelling | Understand review of spelling and | Explanation - Participati
and Common common errors and apply its discussion - activiti onand
Errors fundamental concepts as appropriat exercise
to the nature of the course.
Secon 2 Nominal Sentence | Understand nominal sentence and | Explanation - Assignme
d apply its fundamental concepts as | discussion - activiti nt
appropriate to the nature of the coui
Third 2 Verbal Sentence Understand verbal sentence and apy Explanation - Short quiz
its fundamental concepts as discussion - activiti
appropriate to the nature of the coui
Fourth 2 Kana and Its Understand kana and its sisters and| Explanation - Activity
Sisters apply its fundamental concepts as | discussion - activiti
appropriate to the nature of the coui
Fifth 2 Inna and Its Sisters | Understand inna and its sisters and | Explanation - Practical
apply its fundamental concepts as | discussion - activiti| assessme
appropriate to the nature of the coui nt
Sixth 2 Adjective, Understand adjective, coordination, Explanation - Participati
Coordination, emphasis, and apposition and apply] discussion - activiti onand
Emphasis, and fundamental concepts as appropriat exercise
Apposition to the nature of the course.
Sevent 2 Circumstantial Understand circumstantial accusatiy Explanation - Assignme
h Accusative and and specification and apply its discussion - activiti nt
Specification fundamental concepts as appropriat
to the nature of the course.
Eighth 2 Numbers and Understand numbers and their Explanation - Short quiz
Their Specification | specification and apply its discussion - activiti
fundamental concepts as appropriat
to the nature of the course.
Ninth 2 Interrogation, Understand interrogation, negation, Explanation - Activity
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Negation, and and condition and apply its discussion - activiti
Condition fundamental concepts as appropriat
to the nature of the course.

Tenth Punctuation Marks | Understand punctuation marks Explanation - Practical
and apply its fundamental discussion - assessme
concepts as appropriate to the activities nt
nature of the course.

Eleven Academic Understand academic paragraph | Explanation - Participat

th Paragraph Writing | writing and apply its fundamental | discussion - ion and
concepts as appropriate to the activities exercise
nature of the course.

Twelft Summarization Understand summarization and Explanation - Assighme

h and Paraphrasing | paraphrasing and apply its discussion - nt
fundamental concepts as activities
appropriate to the nature of the
course.
Thirte Functional Writing | Understand functional writing Explanation - Short quiz
enth and apply its fundamental discussion -
concepts as appropriate to the activities
nature of the course.

Fourte Comprehensive Understand comprehensive Explanation - Activity

enth Review review and apply its fundamental | discussion -
concepts as appropriate to the activities
nature of the course.

Fifteen Final Examination | Assess the extent to which the Examination Examinat
th main course learning outcomes ion mark
have been achieved.

11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,
daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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Course Description Form
College of Science - Department of Cybersecurity Science

Object Oriented Programming Il

1- Course Name
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AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Object Oriented Programming Il

2- Course Code

CyB206

3- Semester / Academic Year

Second Semester / 2025-2026

4- Date of Description Preparation

1/2/2026

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (75) / Credits (7)

7- Course Instructor (if more than one, list all)

Assistant Professor Dr. Wathig Najah
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8 - Course Objectives

Course Objectives

Deepen object-oriented programming concepts and apply inheritance and
polymorphism at an advanced level.

Understand abstract classes, dynamic binding, and reuse.

Apply templates, exceptions, and resource management.

Use design practices that support maintainability and extensibility.
Develop an integrated object-oriented software project.

9 - Teaching and Learning Strategies

Strategy e Interactive lectures
e Theoretical explanation supported by examples
e Class discussions and cooperative learning
e Assignments and periodic tasks
e Use of presentations and digital tools
e Continuous feedback
e Laboratory application and live coding
e Problem solving and debugging
10 - Course Structure
Week | Hours Unit / Topic Required Learning Outcomes Learning Method | Assessme
nt
Method
First 5 Review of OOP I | Understand review of oop i and apy] Lecture - explanati( Participati
its fundamental concepts as - application onand
appropriate to the nature of the coui exercise
Secon 5 Advanced Understand advanced inheritance a1 Lecture - explanatiq Assignme
d Inheritance apply its fundamental concepts as | - application nt
appropriate to the nature of the coui
Third 5 Polymorphism Understand polymorphism and app| Lecture - explanati¢ Short quiz
its fundamental concepts as - application
appropriate to the nature of the coui
Fourth 5 Abstract Classes Understand abstract classes and apy Lecture - explanati¢ Activity
its fundamental concepts as - application
appropriate to the nature of the coui
Fifth 5 Virtual Functions | Understand virtual functions and | Lecture - explanati¢ Practical
apply its fundamental concepts as | - application assessme
appropriate to the nature of the coui nt
Sixth 5 Templates Understand templates and apply its| Lecture - explanatiq Participati
fundamental concepts as appropriat| - application on and
to the nature of the course. exercise
Sevent 5 Exception Understand exception handling and Lecture - explanatiq Assignme
h Handling apply its fundamental concepts as | - application nt
appropriate to the nature of the coui
Eighth 5 Files in Object- Understand files in object-oriented | Lecture - explanati¢ Short quiz
Oriented applications and apply its fundamer - application
Applications concepts as appropriate to the natur
of the course.
Ninth 5 Memory and Understand memory and resource | Lecture - explanatiq Activity
Resource management and apply its - application
Management fundamental concepts as appropriat
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to the nature of the course.
Tenth Composition and | Understand composition and Lecture - Practical
Delegation delegation and apply its explanation - assessme
fundamental concepts as application nt
appropriate to the nature of the
course.
Eleven Design Patterns Understand design patterns and | Lecture - Participat
th apply its fundamental concepts explanation - ion and
as appropriate to the nature of application exercise
the course.
Twelft SOLID Principles Understand solid principles and Lecture - Assighme
h apply its fundamental concepts explanation - nt
as appropriate to the nature of application
the course.
Thirte Application Understand application testing Lecture - Short quiz
enth Testing and and debugging and apply its explanation -
Debugging fundamental concepts as application
appropriate to the nature of the
course.
Fourte Integrated Object- | Understand integrated object- Lecture - Activity
enth Oriented Project oriented project and apply its explanation -
fundamental concepts as application
appropriate to the nature of the
course.
Fifteen Final Examination | Assess the extent to which the Examination Examinat
th main course learning outcomes ion mark
have been achieved.

11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,
daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date

88




AL-TURATH
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Course Description Form

College of Science - Department of Cybersecurity Science

Algorithm Design & Analysis

1- Course Name
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AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Algorithm Design & Analysis

2- Course Code

CyB207

3- Semester / Academic Year

Second Semester / 2025-2026

4- Date of Description Preparation

1/2/2026

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (60) / Credits (6)

7- Course Instructor (if more than one, list all)

Assistant Lecturer Khalid Sadig Redha
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8 - Course Objectives

Course Objectives

Understand the concept of an algorithm and the criteria of correctness and
efficiency.

Use Big-O, Theta, and Omega notation to analyze complexity.

Apply divide-and-conquer, greedy, and dynamic-programming techniques.

Analyze searching, sorting, and graph algorithms.
Select the appropriate algorithm according to time and memory
requirements.

9 - Teaching and Learning Strategies

Strategy e Interactive lectures
e Theoretical explanation supported by examples
e Class discussions and cooperative learning
e Assignments and periodic tasks
e Use of presentations and digital tools
e Continuous feedback
e Problem solving and step-by-step tracing
e Model representation and diagrams
10 - Course Structure
Week | Hours Unit/ Topic Required Learning Outcomes Learning Method | Assessme
nt
Method
First 4 Introduction to Understand introduction to algorith| Lecture - explanati¢ Participati
Algorithms and apply its fundamental concepts| - application on and
appropriate to the nature of the coui exercise
Secon 4 Time and Space Understand time and space analysi§ Lecture - explanati( Assignme
d Analysis and apply its fundamental concepts| - application nt
appropriate to the nature of the coui
Third 4 Big-O, Theta, and | Understand big-o, theta, and omega Lecture - explanati¢ Short quiz
Omega and apply its fundamental concepts| - application
appropriate to the nature of the coui
Fourth 4 Loops and Understand loops and recurrence | Lecture - explanatiq Activity
Recurrence relations and apply its fundamental| - application
Relations concepts as appropriate to the natur
of the course.
Fifth 4 Searching and Understand searching and sorting | Lecture - explanati¢ Practical
Sorting algorithms and apply its fundament| - application assessme
Algorithms concepts as appropriate to the natur nt
of the course.
Sixth 4 Divide and Understand divide and conquer and Lecture - explanatiq Participati
Conquer and merge sort and apply its fundament| - application onand
Merge Sort concepts as appropriate to the natur exercise
of the course.
Sevent 4 Quick Sort Understand quick sort and apply its Lecture - explanatiq Assignme
h fundamental concepts as appropriat - application nt
to the nature of the course.
Eighth 4 Greedy Strategy Understand greedy strategy and apy] Lecture - explanati¢ Short quiz
its fundamental concepts as - application
appropriate to the nature of the coui
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Ninth Dynamic Understand dynamic programming| Lecture - explanatiq Activity
Programming and apply its fundamental concepts| - application
appropriate to the nature of the coui
Tenth Backtracking Understand backtracking and Lecture - Practical
apply its fundamental concepts explanation - assessme
as appropriate to the nature of application nt
the course.
Eleven BFS and DFS Understand bfs and dfs and apply | Lecture - Participat
th its fundamental concepts as explanation - ion and
appropriate to the nature of the | application exercise
course.
Twelft Dijkstra Algorithm | Understand dijkstra algorithm Lecture - Assighme
h and apply its fundamental explanation - nt
concepts as appropriate to the application
nature of the course.
Thirte Prim and Kruskal Understand prim and kruskal Lecture - Short quiz
enth Algorithms algorithms and apply its explanation -
fundamental concepts as application
appropriate to the nature of the
course.
Fourte Algorithm Understand algorithm Lecture - Activity
enth Comparison and comparison and review and apply | explanation -
Review its fundamental concepts as application
appropriate to the nature of the
course.
Fifteen Final Examination | Assess the extent to which the Examination Examinat
th main course learning outcomes ion mark
have been achieved.

11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,
daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date

91




AL-TURATH
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Course Description Form
College of Science - Department of Cybersecurity Science

Dynamic Websites Programming

1- Course Name
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AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Dynamic Websites Programming

2- Course Code

CyB208

3- Semester / Academic Year

Second Semester / 2025-2026

4- Date of Description Preparation

1/2/2026

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (75) / Credits (7)

7- Course Instructor (if more than one, list all)

Assistant Lecturer Issam Ahmed
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8 - Course Objectives

Course Objectives

Understand server-side programming and the difference between static and
dynamic websites.

Acquire the fundamentals of PHP, including structures and functions.
Handle forms, files, arrays, and strings.
Connect PHP with MySQL and implement CRUD operations.
Apply security practices and build an integrated web project.

9 - Teaching and Learning Strategies

Strategy e Interactive lectures
e Theoretical explanation supported by examples
e Class discussions and cooperative learning
e Assignments and periodic tasks
e Use of presentations and digital tools
e Continuous feedback
e Laboratory application in web development
e Integrated practical project
10 - Course Structure
Week | Hours Unit / Topic Required Learning Outcomes Learning Method | Assessme
nt
Method
First 5 Introduction to Understand introduction to php and Lecture - explanati( Participati
PHP apply its fundamental concepts as | - application onand
appropriate to the nature of the coui exercise

Secon 5 PHP Basics and Understand php basics and variable Lecture - explanatiq Assignme

d Variables and apply its fundamental concepts| - application nt
appropriate to the nature of the coui

Third 5 Conditional Understand conditional structures a Lecture - explanati¢ Short quiz

Structures and loops and apply its fundamental - application
Loops concepts as appropriate to the natur
of the course.
Fourth 5 Functions and Understand functions and scope an¢ Lecture - explanati¢ Activity
Scope apply its fundamental concepts as | - application
appropriate to the nature of the coui
Fifth 5 GET, POST, and | Understand get, post, and input Lecture - explanati¢ Practical
Input Validation validation and apply its fundamentg - application assessme
concepts as appropriate to the natur nt
of the course.

Sixth 5 Arrays in PHP Understand arrays in php and apply Lecture - explanati Participati
fundamental concepts as appropriat| - application on and
to the nature of the course. exercise

Sevent 5 Strings and Understand strings and regular Lecture - explanati¢ Assignme

h Regular expressions and apply its fundamen - application nt
Expressions concepts as appropriate to the natur

of the course.

Eighth 5 File Handling Understand file handling and apply| Lecture - explanati¢ Short quiz
fundamental concepts as appropriat - application
to the nature of the course.

Ninth 5 Connecting PHP Understand connecting php with | Lecture - explanatid Activity
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with MySQL mysql and apply its fundamental | - application
concepts as appropriate to the natur
of the course.
Tenth CRUD and Understand crud and prepared Lecture - Practical
Prepared statements and apply its explanation - assessme
Statements fundamental concepts as application nt
appropriate to the nature of the
course.
Eleven Sessions and Understand sessions and cookies | Lecture - Participat
th Cookies and apply its fundamental explanation - ion and
concepts as appropriate to the application exercise
nature of the course.
Twelft PHP Application Understand php application Lecture - Assighme
h Security security and apply its explanation - nt
fundamental concepts as application
appropriate to the nature of the
course.
Thirte Error and Understand error and exception Lecture - Short quiz
enth Exception handling and apply its explanation -
Handling fundamental concepts as application
appropriate to the nature of the
course.
Fourte Dynamic Web Understand dynamic web project | Lecture - Activity
enth Project and apply its fundamental explanation -
concepts as appropriate to the application
nature of the course.
Fifteen Final Examination | Assess the extent to which the Examination Examinat
th main course learning outcomes ion mark
have been achieved.

11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,
daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date

94




AL-TURATH
UNIVERSITY

Course Description Form
College of Science - Department of Cybersecurity Science

Cryptography Principles

1- Course Name
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AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Cryptography Principles

2- Course Code

CyB209

3- Semester / Academic Year

Second Semester / 2025-2026

4- Date of Description Preparation

1/2/2026

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (60) / Credits (6)

7- Course Instructor (if more than one, list all)

Lecturer Mohammed Jasim
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8 - Course Objectives

Course Objectives

e Understand the objectives of cryptography and its role in confidentiality,
integrity, authentication, and non-repudiation.
e Recognize classical and modern cryptography and symmetric and asymmetric
encryption.
Understand the basic mathematical background and key management.
Recognize RSA, DES, block ciphers, and stream ciphers.
e Understand hash functions, digital signatures, and their applications.

9 - Teaching and Learning Strategies

Strategy e Interactive lectures
e Theoretical explanation supported by examples
e Class discussions and cooperative learning
e Assignments and periodic tasks
e Use of presentations and digital tools
e Continuous feedback
e Problem solving and step-by-step tracing
e Model representation and diagrams
10 - Course Structure
Week | Hours Unit/ Topic Required Learning Outcomes Learning Method | Assessme
nt
Method
First 4 Introduction to Understand introduction to Lecture - explanatiq Participati
Cryptography cryptography and apply its - application on and
fundamental concepts as appropriat exercise
to the nature of the course.
Secon 4 Substitution and Understand substitution and Lecture - explanati¢ Assignme
d Transposition transposition and apply its - application nt
fundamental concepts as appropriat
to the nature of the course.
Third 4 Modern Understand modern cryptography a Lecture - explanati¢ Short quiz
Cryptography and | keys and apply its fundamental - application
Keys concepts as appropriate to the natur
of the course.
Fourth 4 Symmetric Understand symmetric encryption g4 Lecture - explanati¢ Activity
Encryption apply its fundamental concepts as | - application
appropriate to the nature of the coui
Fifth 4 Stream Ciphers Understand stream ciphers and app] Lecture - explanati¢ Practical
its fundamental concepts as - application assessme
appropriate to the nature of the coui nt
Sixth 4 Number Theory Understand number theory for Lecture - explanatiq Participati
for Cryptography | cryptography and apply its - application on and
fundamental concepts as appropriat exercise
to the nature of the course.
Sevent 4 Public-Key Understand public-key cryptograph) Lecture - explanati¢ Assignme
h Cryptography and apply its fundamental concepts| - application nt
appropriate to the nature of the coui
Eighth 4 RSA Understand rsa and apply its Lecture - explanati¢ Short quiz
fundamental concepts as appropriat - application
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to the nature of the course.
Ninth RSA Applications | Understand rsa applications and apj Lecture - explanati¢ Activity
its fundamental concepts as - application
appropriate to the nature of the coui
Tenth Block Ciphers and | Understand block ciphers and Lecture - Practical
DES des and apply its fundamental explanation - assessme
concepts as appropriate to the application nt
nature of the course.
Eleven Authentication Understand authentication and Lecture - Participat
th and Message message integrity and apply its explanation - ion and
Integrity fundamental concepts as application exercise
appropriate to the nature of the
course.
Twelft Hash Functions Understand hash functions and Lecture - Assignme
h apply its fundamental concepts explanation - nt
as appropriate to the nature of application
the course.
Thirte Digital Signatures | Understand digital signatures and | Lecture - Short quiz
enth apply its fundamental concepts as | explanation -
appropriate to the nature of the application
course.
Fourte Key Management | Understand key management Lecture - Activity
enth and Review and review and apply its explanation -
fundamental concepts as application
appropriate to the nature of the
course.
Fifteen Final Examination | Assess the extent to which the Examination Examinat
th main course learning outcomes ion mark
have been achieved.

11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,
daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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Course Description Form
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Baath Crimes

1- Course Name
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AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Baath Crimes

2- Course Code

UOB202

3- Semester / Academic Year

Second Semester / 2025-2026

4- Date of Description Preparation

1/2/2026

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (30) / Credits (2)

7- Course Instructor (if more than one, list all)

Lecturer Dr. Ali Tariq
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8 - Course Objectives

Course Objectives ¢ Introduce students to the concept of the crimes of the Baath regime and their lg

and humanitarian dimensions.

e Recognize the most prominent violations experienced by Iraqi society.

e Analyze the effects of authoritarianism and political violence on the state and
society.

e Promote the values of human rights, justice, and the rule of law.

e Encourage critical reading of historical documents and testimonies.

9 - Teaching and Learning Strategies

Strategy e Theoretical lectures
e Discussion and dialogue
e Reading and analysis of documents and texts
e Historical case studies
e Student presentations and reports
e Feedback
10 - Course Structure
Week | Hours Unit/ Topic Required Learning Outcomes Learning Method | Assessme
nt
Method
First 2 Concept of Understand concept of political crif] Explanation - Participati
Political Crime and authoritarian regimes and apply discussion - activiti on and
and Authoritarian | its fundamental concepts as exercise
Regimes appropriate to the nature of the coui
Secon 2 Origins and Understand origins and ideology of| Explanation - Assignme
d Ideology of the the baath party and apply its discussion - activiti nt
Baath Party fundamental concepts as appropriat
to the nature of the course.
Third 2 Building the Understand building the repressive | Explanation - Short quiz
Repressive State state and apply its fundamental discussion - activiti
concepts as appropriate to the natur
of the course.
Fourth 2 Arrest, Torture, Understand arrest, torture, and Explanation - Activity
and Enforced enforced disappearance and apply i| discussion - activiti
Disappearance fundamental concepts as appropriat
to the nature of the course.
Fifth 2 Executions and Understand executions and politica] Explanation - Practical
Political Trials trials and apply its fundamental discussion - activiti] assessme
concepts as appropriate to the natur nt
of the course.
Sixth 2 Forced Understand forced displacement an{ Explanation - Participati
Displacement and | revocation of citizenship and apply| discussion - activiti on and
Revocation of fundamental concepts as appropriat exercise
Citizenship to the nature of the course.
Sevent 2 Anfal and Halabja | Understand anfal and halabja and | Explanation - Assignme
h apply its fundamental concepts as | discussion - activiti nt
appropriate to the nature of the coui
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Eighth Suppression of Understand suppression of popular | Explanation - Short quiz
Popular Uprisings | uprisings and apply its fundamental discussion - activiti
concepts as appropriate to the natur
of the course.
Ninth Mass Graves Understand mass graves and apply | Explanation - Activity
fundamental concepts as appropriatl discussion - activiti
to the nature of the course.
Tenth Draining of the Understand draining of the Explanation - Practical
Marshes marshes and apply its discussion - assessme
fundamental concepts as activities nt
appropriate to the nature of the
course.
Eleven Wars and Understand wars and Explanation - Participat
th Militarization militarization policies and apply discussion - ion and
Policies its fundamental concepts as activities exercise
appropriate to the nature of the
course.
Twelft Economic and Understand economic and social | Explanation - Assighme
h Social Crimes crimes and apply its fundamental | discussion - nt
concepts as appropriate to the activities
nature of the course.
Thirte Accountability and | Understand accountability and Explanation - Short quiz
enth Transitional transitional justice and apply its discussion -
Justice fundamental concepts as activities
appropriate to the nature of the
course.
Fourte Lessons Learned Understand lessons learned and | Explanation - Activity
enth and Human Rights | human rights and apply its discussion -
fundamental concepts as activities
appropriate to the nature of the
course.
Fifteen Final Examination | Assess the extent to which the Examination Examinat
th main course learning outcomes ion mark
have been achieved.

11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,
daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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Course Description Form
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AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

English Language Il

2- Course Code

UOB201

3- Semester / Academic Year

Second Semester / 2025-2026

4- Date of Description Preparation

1/2/2026

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (30) / Credits (2)

7- Course Instructor (if more than one, list all)

Assistant Lecturer Khalid Sadig Redha
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8 - Course Objectives

Course Objectives

Develop reading, writing, listening, and speaking skills in English.

Expand vocabulary related to computers and cybersecurity.

Understand short technical texts and identify their main ideas.

Develop professional communication and the writing of short messages and

reports.

e Use English in academic and professional situations.

9 - Teaching and Learning Strategies

Strategy e Explanation and discussion
e Reading and listening
e Written and oral exercises
e Cooperative learning
e Assignments and feedback
10 - Course Structure
Week | Hours Unit / Topic Required Learning Outcomes Learning Method | Assessme
nt
Method
First 2 Review of Skills Understand review of skills and Explanation - Participati
and Technical technical vocabulary and apply its | discussion - activiti onand
Vocabulary fundamental concepts as appropriat exercise
to the nature of the course.
Secon 2 Computer Systems | Understand computer systems and | Explanation - Assignme
d and Hardware hardware and apply its fundamenta] discussion - activiti nt
concepts as appropriate to the natur
of the course.
Third 2 Software and Understand software and applicatio, Explanation - Short quiz
Applications and apply its fundamental concepts| discussion - activiti
appropriate to the nature of the coui
Fourth 2 Networks and Understand networks and connectiy Explanation - Activity
Connectivity and apply its fundamental concepts| discussion - activiti
appropriate to the nature of the coui
Fifth 2 Cybersecurity Understand cybersecurity vocabula] Explanation - Practical
Vocabulary and apply its fundamental concepts| discussion - activiti| assessme
appropriate to the nature of the coui nt
Sixth 2 Describing Understand describing processes anf Explanation - Participati
Processes and procedures and apply its fundamen{ discussion - activitii onand
Procedures concepts as appropriate to the natur exercise
of the course.
Sevent 2 Reporting Understand reporting problems and| Explanation - Assignme
h Problems and solutions and apply its fundamental discussion - activiti nt
Solutions concepts as appropriate to the natur
of the course.
Eighth 2 Email and Understand email and professional | Explanation - Short quiz
Professional communication and apply its discussion - activiti
Communication fundamental concepts as appropriat
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to the nature of the course.
Ninth Reading Technical | Understand reading technical Explanation - Activity
Instructions instructions and apply its fundamen discussion - activiti
concepts as appropriate to the natur
of the course.
Tenth Data and Understand data and information | Explanation - Practical
Information security and apply its discussion - assessme
Security fundamental concepts as activities nt
appropriate to the nature of the
course.
Eleven Presentations and | Understand presentations and Explanation - Participat
th Speaking Skills speaking skills and apply its discussion - ion and
fundamental concepts as activities exercise
appropriate to the nature of the
course.
Twelft Job Interviews and | Understand job interviews and cv | Explanation - Assighme
h CV Vocabulary vocabulary and apply its discussion - nt
fundamental concepts as activities
appropriate to the nature of the
course.
Thirte Writing a Short Understand writing a short Explanation - Short quiz
enth Technical Report technical report and apply its discussion -
fundamental concepts as activities
appropriate to the nature of the
course.
Fourte Review and Understand review and Explanation - Activity
enth Integrated Skills integrated skills and apply its discussion -
fundamental concepts as activities
appropriate to the nature of the
course.
Fifteen Final Examination | Assess the extent to which the Examination Examinat
th main course learning outcomes ion mark
have been achieved.

11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,
daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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Course Description Form
College of Science - Department of Cybersecurity Science

Advanced Cryptography

1- Course Name

A
&
M‘

v o Bl e 4

AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Advanced Cryptography

2- Course Code

CyB301

3- Semester / Academic Year

First Semester / 2025-2026

4- Date of Description Preparation

1/9/2025

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (75) / Credits (6)

7- Course Instructor (if more than one, list all)

Assistant Lecturer Zahraa Ayad Khalil
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8 - Course Objectives

Course Objectives

Understand advanced cryptographic concepts and their security objectives.
Study symmetric and asymmetric algorithms and key-management techniques.

Analyze hash functions, digital signatures, and key-exchange protocols.
Recognize cryptanalysis methods, common attacks, and countermeasures.
Understand modern trends such as post-quantum cryptography.

9 - Teaching and Learning Strategies

Strategy e Interactive lectures
e Theoretical explanation supported by examples
e Practical and laboratory applications
e Problem solving and case studies
e Class discussions and cooperative learning
e Assignments and short reports
e Continuous feedback
10 - Course Structure
Week | Hours Unit / Topic Required Learning Outcomes Learning Method | Assessme
nt
Method
First 4 Introduction to Understand and apply the concepts| Lecture - applicatio, Assignme
Advanced and skills related to Introduction to| discussion nt / short
Cryptography Advanced Cryptography. quiz
Secon 4 Mathematical Understand and apply the concepts| Lecture - applicatio| Assignme
d Principles of and skills related to Mathematical | discussion nt / short
Cryptography Principles of Cryptography. quiz
Third 4 Advanced Understand and apply the concepts| Lecture - applicatio| Assignme
Symmetric and skills related to Advanced discussion nt / short
Cryptography Symmetric Cryptography. quiz
Fourth 4 AES and Its Understand and apply the concepts| Lecture - applicatio| Assignme
Applications and skills related to AES and Its | discussion nt / short
Applications. quiz
Fifth 4 Asymmetric Understand and apply the concepts| Lecture - applicatio, Assignme
Cryptography and skills related to Asymmetric | discussion nt / short
Cryptography. quiz
Sixth 4 RSA Understand and apply the concepts| Lecture - applicatio| Assignme
and skills related to RSA. discussion nt / short
quiz
Sevent 4 Diffie-Hellman Understand and apply the concepts| Lecture - applicatio] Assignme
h and skills related to Diffie-Hellman discussion nt / short
quiz
Eighth 4 Elliptic Curve Understand and apply the concepts| Lecture - applicatio, Assignme
Cryptography and skills related to Elliptic Curve | discussion nt / short
(ECO) Cryptography (ECC). quiz
Ninth 4 Hash Functions Understand and apply the concepts| Lecture - applicatio, Assignme
and HMAC and skills related to Hash Functiong discussion nt / short
and HMAC. quiz
Tenth 4 Digital Signatures | Understand and apply the Lecture - Assignme
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concepts and skills related to application - nt / short
Digital Signatures. discussion quiz
Eleven Key Management | Understand and apply the Lecture - Assignme
th and PKI concepts and skills related to Key | application - nt / short
Management and PKI. discussion quiz
Twelft Cryptanalysis Understand and apply the Lecture - Assighme
h concepts and skills related to application - nt / short
Cryptanalysis. discussion quiz
Thirte Side-Channel and | Understand and apply the Lecture - Assignme
enth Timing Attacks concepts and skills related to application - nt / short
Side-Channel and Timing discussion quiz
Attacks.
Fourte Post-Quantum Understand and apply the Lecture - Assignme
enth Cryptography concepts and skills related to application - nt / short
Post-Quantum Cryptography. discussion quiz
Fifteen Final Examination | Assess the extent to which the Examination Examinat
th main course learning outcomes ion mark
have been achieved.

11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,
daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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Course Description Form
College of Science - Department of Cybersecurity Science

Advanced Cryptography

1- Course Name
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AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Mobile Applications

2- Course Code

CyB302

3- Semester / Academic Year

First Semester / 2025-2026

4- Date of Description Preparation

1/9/2025

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (75) / Credits (5)

7- Course Instructor (if more than one, list all)

Dr. Ibrahim Hameed
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8 - Course Objectives

Course Objectives

Understand the architecture of mobile applications and their main platforms.
Design user interfaces suitable for mobile devices.
Develop applications that handle data, local storage, and network services.
Use APIs and backend services in mobile applications.

Apply fundamental mobile-application security principles.

9 - Teaching and Learning Strategies

Strategy e Interactive lectures
e Theoretical explanation supported by examples
e Practical and laboratory applications
e Problem solving and case studies
e Class discussions and cooperative learning
e Assignments and short reports
e Continuous feedback
10 - Course Structure
Week | Hours Unit / Topic Required Learning Outcomes Learning Method | Assessme
nt
Method
First 4 Introduction to Understand and apply the concepts| Lecture - applicatio, Assignme
Mobile and skills related to Introduction to| discussion nt / short
Applications Mobile Applications. quiz
Secon 4 Development Understand and apply the concepts| Lecture - applicatio| Assignme
d Environments and | and skills related to Development | discussion nt / short
Tools Environments and Tools. quiz
Third 4 Mobile Understand and apply the concepts| Lecture - applicatio| Assignme
Application and skills related to Mobile discussion nt / short
Project Structure Application Project Structure. quiz
Fourth 4 User Interface Understand and apply the concepts| Lecture - applicatio| Assignme
Design and skills related to User Interface | discussion nt / short
Design. quiz
Fifth 4 Event Handling Understand and apply the concepts| Lecture - applicatio, Assignme
and Screen and skills related to Event Handling discussion nt / short
Navigation and Screen Navigation. quiz
Sixth 4 Local Storage Understand and apply the concepts| Lecture - applicatio| Assignme
and skills related to Local Storage. | discussion nt / short
quiz
Sevent 4 Local Databases Understand and apply the concepts| Lecture - applicatio] Assignme
h and skills related to Local Database discussion nt / short
quiz
Eighth 4 Network Understand and apply the concepts| Lecture - applicatio, Assignme
Connectivity and | and skills related to Network discussion nt / short
HTTP Connectivity and HTTP. quiz
Ninth 4 REST APIs and Understand and apply the concepts| Lecture - applicatio, Assignme
JSON and skills related to REST APIs an¢ discussion nt / short
JSON. quiz
Tenth 4 Backend Services | Understand and apply the Lecture - Assignme
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and Authentication | concepts and skills related to application - nt / short
Backend Services and discussion quiz
Authentication.
Eleven Notifications and Understand and apply the Lecture - Assignme
th Services concepts and skills related to application - nt / short
Notifications and Services. discussion quiz
Twelft Using Device Understand and apply the Lecture - Assighme
h Features concepts and skills related to application - nt / short
Using Device Features. discussion quiz
Thirte Mobile Application | Understand and apply the Lecture - Assignme
enth Security concepts and skills related to application - nt / short
Mobile Application Security. discussion quiz
Fourte Applied Project Understand and apply the Lecture - Assignme
enth concepts and skills related to application - nt / short
Applied Project. discussion quiz
Fifteen Final Examination | Assess the extent to which the Examination Examinat
th main course learning outcomes ion mark
have been achieved.

11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,
daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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Course Description Form
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Computer Networks

1- Course Name
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AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Computer Networks

2- Course Code

CyB303

3- Semester / Academic Year

First Semester / 2025-2026

4- Date of Description Preparation

1/9/2025

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (75) / Credits (5)

7- Course Instructor (if more than one, list all)

Assistant Lecturer Aqgeel Taha
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8 - Course Objectives

Course Objectives Understand computer-network architecture and layered models.
Recognize application-, transport-, and network-layer protocols.
Understand IPv4 and IPv6 addressing and subnetting.

Analyze routing, switching, and network performance.

Acquire skills in network configuration and basic troubleshooting.

9 - Teaching and Learning Strategies

Strategy e Interactive lectures
e Theoretical explanation supported by examples
e Practical and laboratory applications
e Problem solving and case studies
e Class discussions and cooperative learning
e Assignments and short reports
e Continuous feedback
10 - Course Structure
Week | Hours Unit / Topic Required Learning Outcomes Learning Method | Assessme
nt
Method
First 4 Introduction to Understand and apply the concepts| Lecture - applicatio, Assignme
Networks and the | and skills related to Introduction to| discussion nt / short
Internet Networks and the Internet. quiz
Secon 4 OSI and TCP/IP Understand and apply the concepts| Lecture - applicatio| Assignme
d and skills related to OSI and TCP/I] discussion nt / short
quiz
Third 4 Application Layer | Understand and apply the concepts| Lecture - applicatio, Assignme
and skills related to Application discussion nt / short
Layer. quiz
Fourth 4 HTTP, DNS, and | Understand and apply the concepts| Lecture - applicatio] Assignme
Email and skills related to HTTP, DNS, aj discussion nt / short
Email. quiz
Fifth 4 Transport Layer: Understand and apply the concepts| Lecture - applicatio, Assignme
TCP/UDP and skills related to Transport Laye| discussion nt / short
TCP/UDP. quiz
Sixth 4 Flow and Understand and apply the concepts| Lecture - applicatio| Assignme
Congestion and skills related to Flow and discussion nt / short
Control Congestion Control. quiz
Sevent 4 IPv4 and Understand and apply the concepts| Lecture - applicatio] Assignme
h Addressing and skills related to IPv4 and discussion nt / short
Addressing. quiz
Eighth 4 Subnetting Understand and apply the concepts| Lecture - applicatio, Assignme
and skills related to Subnetting. discussion nt / short
quiz
Ninth 4 IPv6 Understand and apply the concepts| Lecture - applicatio, Assignme
and skills related to IPv6. discussion nt / short
quiz
Tenth 4 Routing and Its Understand and apply the Lecture - Assignme
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Principles concepts and skills related to application - nt / short
Routing and Its Principles. discussion quiz
Eleven Data Link Layer Understand and apply the Lecture - Assignme
th concepts and skills related to application - nt / short
Data Link Layer. discussion quiz
Twelft Ethernet and Understand and apply the Lecture - Assighme
h Switching concepts and skills related to application - nt / short
Ethernet and Switching. discussion quiz
Thirte Wireless Networks | Understand and apply the Lecture - Assignme
enth concepts and skills related to application - nt / short
Wireless Networks. discussion quiz
Fourte Network Security | Understand and apply the Lecture - Assignme
enth and concepts and skills related to application - nt / short
Troubleshooting Network Security and discussion quiz
Troubleshooting.
Fifteen Final Examination | Assess the extent to which the Examination Examinat
th main course learning outcomes ion mark
have been achieved.

11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,
daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
\
Head of Department Scientific Assistant
Date Date
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AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Website Security

2- Course Code

CyB304

3- Semester / Academic Year

First Semester / 2025-2026

4- Date of Description Preparation

1/9/2025

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (75) / Credits (6)

7- Course Instructor (if more than one, list all)

Assistant Lecturer Aqgeel Taha
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8 - Course Objectives

Course Objectives

Understand security risks associated with static websites and their hosting
environments.

Apply secure configuration principles to web servers and hosting.

Protect website files and resources from unauthorized access or modification.
Understand HTTPS, certificates, security headers, and browser security
policies.

Assess a static website, identify vulnerabilities, and propose appropriate
remediation.

9 - Teaching and Learning Strategies

Strategy e Interactive lectures
e Theoretical explanation supported by examples
e Practical and laboratory applications
e Problem solving and case studies
e Class discussions and cooperative learning
e Assignments and short reports
e Continuous feedback
10 - Course Structure
Week | Hours Unit / Topic Required Learning Outcomes Learning Method | Assessme
nt
Method
First 4 Introduction to Understand and apply the concepts| Lecture - applicatio| Assignme
Static Website and skills related to Introduction to| discussion nt / short
Security Static Website Security. quiz
Secon 4 Static Website Understand and apply the concepts| Lecture - applicatio, Assignme
d Architecture and and skills related to Static Website | discussion nt / short
Threat Model Architecture and Threat Model. quiz
Third 4 Hosting and Web- | Understand and apply the concepts| Lecture - applicatio Assignme
Server Security and skills related to Hosting and W{ discussion nt / short
Server Security. quiz
Fourth 4 Permissions and Understand and apply the concepts| Lecture - applicatio| Assignme
File Protection and skills related to Permissions an{ discussion nt / short
File Protection. quiz
Fifth 4 HTTPS and TLS Understand and apply the concepts| Lecture - applicatio| Assignme
and skills related to HTTPS and TL discussion nt / short
quiz
Sixth 4 Digital Certificates | Understand and apply the concepts| Lecture - applicatio Assignme
and skills related to Digital discussion nt / short
Certificates. quiz
Sevent 4 Security Headers | Understand and apply the concepts| Lecture - applicatio| Assignme
h and skills related to Security Heade| discussion nt / short
quiz
Eighth 4 Content Security Understand and apply the concepts| Lecture - applicatio, Assignme
Policy and skills related to Content Securi{ discussion nt / short
Policy. quiz
Ninth 4 Client-Side Understand and apply the concepts| Lecture - applicatio, Assignme
JavaScript and skills related to Client-Side discussion nt / short
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Security JavaScript Security. quiz
Tenth Protecting Forms Understand and apply the Lecture - Assignme
and External Links | concepts and skills related to application - nt / short
Protecting Forms and External discussion quiz
Links.
Eleven CDN Service Understand and apply the Lecture - Assignme
th Security concepts and skills related to application - nt / short
CDN Service Security. discussion quiz
Twelft Backup and File Understand and apply the Lecture - Assighme
h Integrity concepts and skills related to application - nt / short
Backup and File Integrity. discussion quiz
Thirte Security Scanning | Understand and apply the Lecture - Assignme
enth and Monitoring concepts and skills related to application - nt / short
Security Scanning and discussion quiz
Monitoring.
Fourte Case Study: Understand and apply the Lecture - Assignme
enth Securing a Static concepts and skills related to application - nt / short
Website Case Study: Securing a Static discussion quiz
Website.
Fifteen Final Examination | Assess the extent to which the Examination Examinat
th main course learning outcomes ion mark
have been achieved.

11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,
daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Artificial Intelligence

2- Course Code

CyB305

3- Semester / Academic Year

First Semester / 2025-2026

4- Date of Description Preparation

1/9/2025

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (60) / Credits (4)

7- Course Instructor (if more than one, list all)

Assistant Lecturer Aqgeel Taha
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8 - Course Objectives

Course Objectives

Understand fundamental artificial-intelligence concepts and intelligent-agent
models.

e Apply uninformed and informed search methods to problem solving.
Understand knowledge representation, logic, and inference.
Recognize the foundations of machine learning, classification, regression,
and clustering.

e Explore neural networks, natural-language processing, and Al applications in
cybersecurity.

9 - Teaching and Learning Strategies

Strategy e Interactive lectures
e Theoretical explanation supported by examples
e Practical and laboratory applications
e Problem solving and case studies
e Class discussions and cooperative learning
e Assignments and short reports
e Continuous feedback
10 - Course Structure
Week | Hours Unit / Topic Required Learning Outcomes Learning Method | Assessme
nt
Method
First 4 Introduction to Understand and apply the concepts| Lecture - applicatio| Assignme
Artificial and skills related to Introduction to| discussion nt / short
Intelligence Artificial Intelligence. quiz
Secon 4 Intelligent Agents | Understand and apply the concepts| Lecture - applicatio, Assignme
d and skills related to Intelligent Agel discussion nt / short
quiz
Third 4 Uninformed Understand and apply the concepts| Lecture - applicatio] Assignme
Search: BFS/DFS | and skills related to Uninformed | discussion nt / short
Search: BFS/DFS. quiz
Fourth 4 Informed Search Understand and apply the concepts| Lecture - applicatio] Assignme
and Heuristics and skills related to Informed Seard discussion nt / short
and Heuristics. quiz
Fifth 4 A* Search Understand and apply the concepts| Lecture - applicatio, Assignme
and skills related to A* Search. discussion nt / short
quiz
Sixth 4 Knowledge Understand and apply the concepts| Lecture - applicatio| Assignme
Representation and skills related to Knowledge discussion nt / short
Representation. quiz
Sevent 4 Logic and Understand and apply the concepts| Lecture - applicatio| Assignme
h Inference and skills related to Logic and discussion nt / short
Inference. quiz
Eighth 4 Introduction to Understand and apply the concepts| Lecture - applicatio, Assignme
Machine Learning | and skills related to Introduction to| discussion nt / short
Machine Learning. quiz
Ninth 4 Classification Understand and apply the concepts| Lecture - applicatio| Assignme
and skills related to Classification. | discussion nt / short
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quiz
Tenth Regression Understand and apply the Lecture - Assignme
concepts and skills related to application - nt / short
Regression. discussion quiz
Eleven Clustering Understand and apply the Lecture - Assighme
th concepts and skills related to application - nt / short
Clustering. discussion quiz
Twelft Neural Networks Understand and apply the Lecture - Assighme
h concepts and skills related to application - nt / short
Neural Networks. discussion quiz
Thirte Natural Language | Understand and apply the Lecture - Assignme
enth Processing concepts and skills related to application - nt / short
Natural Language Processing. discussion quiz
Fourte Al Applications in | Understand and apply the Lecture - Assignme
enth Cybersecurity concepts and skills related to Al application - nt / short
Applications in Cybersecurity. discussion quiz
Fifteen Final Examination | Assess the extent to which the Examination Examinat
th main course learning outcomes ion mark
have been achieved.

11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,
daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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1- Course Name

v N R

oo loll el A

AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

E-Commerce and Its Security

2- Course Code

CyB306

3- Semester / Academic Year

First Semester / 2025-2026

4- Date of Description Preparation

1/9/2025

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (60) / Credits (4)

7- Course Instructor (if more than one, list all)

Assistant Lecturer Samraa Suhdi Hadi
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8 - Course Objectives

Course Objectives

Understand e-commerce concepts, models, and technical infrastructure.
Recognize electronic stores, platforms, identity management, and authenticatig
mechanisms.

Understand encryption, TLS, electronic-payment systems, and secure
transactions.

Analyze e-commerce fraud, web-application threats, and customer-data
privacy risks.

Apply risk-management and incident-response principles to e-commerce
environments.

9 - Teaching and Learning Strategies

Strategy e Interactive lectures
e Theoretical explanation supported by examples
e Practical and laboratory applications
e Problem solving and case studies
e Class discussions and cooperative learning
e Assignments and short reports
e Continuous feedback
10 - Course Structure
Week | Hours Unit / Topic Required Learning Outcomes Learning Method | Assessme
nt
Method
First 4 Introduction to E- | Understand and apply the concepts| Lecture - applicatio Assignme
Commerce and skills related to Introduction to| discussion nt / short
Commerce. quiz
Secon 4 B2B, B2C, and Understand and apply the concepts| Lecture - applicatio| Assignme
d C2C Models and skills related to B2B, B2C, and| discussion nt / short
C2C Models. quiz
Third 4 E-Commerce Understand and apply the concepts| Lecture - applicatio, Assignme
Technical and skills related to E-Commerce | discussion nt / short
Infrastructure Technical Infrastructure. quiz
Fourth 4 Electronic Stores | Understand and apply the concepts| Lecture - applicatiof Assignme
and Platforms and skills related to Electronic Stor( discussion nt / short
and Platforms. quiz
Fifth 4 Identity Understand and apply the concepts| Lecture - applicatio, Assignme
Management and | and skills related to Identity discussion nt / short
Authentication Management and Authentication. quiz
Sixth 4 Encryption and Understand and apply the concepts| Lecture - applicatio| Assignme
TLS in E- and skills related to Encryption and| discussion nt / short
Commerce TLS in E-Commerce. quiz
Sevent 4 Electronic Understand and apply the concepts| Lecture - applicatio| Assignme
h Payment Systems | and skills related to Electronic discussion nt / short
Payment Systems. quiz
Eighth 4 Payment Gateways | Understand and apply the concepts| Lecture - applicatio| Assignme
and Transaction and skills related to Payment discussion nt / short
Security Gateways and Transaction Security quiz
Ninth 4 Electronic Fraud Understand and apply the concepts| Lecture - applicatio] Assignme

120



and Detection and skills related to Electronic Fray discussion nt / short
Methods and Detection Methods. quiz
Tenth Web-Application Understand and apply the Lecture - Assignme
Security in Online | concepts and skills related to application - nt / short
Stores Web-Application Security in discussion quiz
Online Stores.
Eleven Privacy and Understand and apply the Lecture - Assighme
th Customer-Data concepts and skills related to application - nt / short
Protection Privacy and Customer-Data discussion quiz
Protection.
Twelft Digital Certificates | Understand and apply the Lecture - Assignme
h and Signatures concepts and skills related to application - nt / short
Digital Certificates and discussion quiz
Signatures.
Thirte Risk Management | Understand and apply the Lecture - Assignme
enth and Incident concepts and skills related to Risk | application - nt / short
Response Management and Incident discussion quiz
Response.
Fourte Modern Trends Understand and apply the Lecture - Assignme
enth and Case Study concepts and skills related to application - nt / short
Modern Trends and Case Study. discussion quiz
Fifteen Final Examination | Assess the extent to which the Examination Examinat
th main course learning outcomes ion mark
have been achieved.

11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,
daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Mobile Security

2- Course Code

CyB307

3- Semester / Academic Year

Second Semester / 2025-2026

4- Date of Description Preparation

1/2/2026

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (75) / Credits (5)

7- Course Instructor (if more than one, list all)

Lecturer Dr. Saif Saad
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8 - Course Objectives

Course Objectives

e Understand the security architecture of mobile platforms and applications and
their associated threats.
e Recognize mechanisms for protecting operating systems, applications, and dat{
stored on mobile devices.
e Analyze risks related to permissions, malicious applications, and wireless and
network communications.
e Apply encryption, authentication, and access-control principles in mobile
environments.
e Develop the ability to assess mobile-application security and recommend
appropriate remediation.

9 - Teaching and Learning Strategies

Interactive lectures

Strategy °
e Theoretical explanation supported by examples
e Practical and laboratory applications
e Problem solving and case studies
e Class discussions and cooperative learning
e Assignments and short reports
e Continuous feedback
10 - Course Structure
Week | Hours Unit / Topic Required Learning Outcomes Learning Method | Assessme
nt
Method
First 4 Introduction to Understand and apply the concepts| Lecture - applicatio| Assignme
Mobile Security and skills related to Introduction to| discussion nt / short
Mobile Security. quiz
Secon 4 Mobile Operating- | Understand and apply the concepts| Lecture - applicatio Assignme
d System and skills related to Mobile discussion nt / short
Architecture Operating-System Architecture. quiz
Third 4 Threat Modeling Understand and apply the concepts| Lecture - applicatio| Assignme
for Mobile and skills related to Threat Modelir] discussion nt / short
Devices for Mobile Devices. quiz
Fourth 4 Application and Understand and apply the concepts| Lecture - applicatio| Assignme
Permission and skills related to Application an¢ discussion nt / short
Security Permission Security. quiz
Fifth 4 Secure Data Understand and apply the concepts| Lecture - applicatio| Assignme
Storage and skills related to Secure Data | discussion nt / short
Storage. quiz
Sixth 4 Authentication and | Understand and apply the concepts| Lecture - applicatio] Assignme
Identity and skills related to Authentication| discussion nt / short
Management and Identity Management. quiz
Sevent 4 Encryption and Understand and apply the concepts| Lecture - applicatio| Assignme
h Communication and skills related to Encryption and| discussion nt / short
Protection Communication Protection. quiz
Eighth 4 Wi-Fi and Understand and apply the concepts| Lecture - applicatio, Assignme
Bluetooth Security | and skills related to Wi-Fi and discussion nt / short
Bluetooth Security. quiz
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Ninth Mobile Malware Understand and apply the concepts| Lecture - applicatio| Assignme
and skills related to Mobile Malwai discussion nt / short
quiz
Tenth Android Security Understand and apply the Lecture - Assignme
concepts and skills related to application - nt / short
Android Security. discussion quiz
Eleven iOS Security Understand and apply the Lecture - Assighme
th concepts and skills related to iOS | application - nt / short
Security. discussion quiz
Twelft Mobile Web- Understand and apply the Lecture - Assighme
h Application concepts and skills related to application - nt / short
Security Mobile Web-Application Security. | discussion quiz
Thirte Mobile Application | Understand and apply the Lecture - Assignme
enth Security Testing concepts and skills related to application - nt / short
Mobile Application Security discussion quiz
Testing.
Fourte Incident Response | Understand and apply the Lecture - Assignme
enth and Device concepts and skills related to application - nt / short
Protection Incident Response and Device discussion quiz
Protection.
Fifteen Final Examination | Assess the extent to which the Examination Examinat
th main course learning outcomes ion mark
have been achieved.

11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,
daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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1- Course Name
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AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Computer Network Security

2- Course Code

CyB308

3- Semester / Academic Year

Second Semester / 2025-2026

4- Date of Description Preparation

1/2/2026

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (75) / Credits (5)

7- Course Instructor (if more than one, list all)

Lecturer Dr. Saif Saad
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8 - Course Objectives

Course Objectives

e Understand the fundamental principles of computer-network security and
common threats and attacks.
e Apply protection technologies such as firewalls, intrusion detection/prevention|
systems, and virtual private networks.
¢ Understand network segmentation, access control, authentication, and traffic
protection.
e Analyze network logs and events and detect suspicious activity.
e Develop skills in network vulnerability assessment and incident response.

9 - Teaching and Learning Strategies

Strategy e Interactive lectures
e Theoretical explanation supported by examples
e Practical and laboratory applications
e Problem solving and case studies
e Class discussions and cooperative learning
e Assignments and short reports
e Continuous feedback
10 - Course Structure
Week | Hours Unit / Topic Required Learning Outcomes Learning Method | Assessme
nt
Method
First 4 Introduction to Understand and apply the concepts| Lecture - applicatio| Assignme
Network Security | and skills related to Introduction to| discussion nt / short
Network Security. quiz
Secon 4 Network Threats Understand and apply the concepts| Lecture - applicatio, Assignme
d and Attacks and skills related to Network Threa| discussion nt / short
and Attacks. quiz
Third 4 Secure Network Understand and apply the concepts| Lecture - applicatio| Assignme
Design and skills related to Secure Networ] discussion nt / short
Design. quiz
Fourth 4 Firewalls Understand and apply the concepts| Lecture - applicatio| Assignme
and skills related to Firewalls. discussion nt / short
quiz
Fifth 4 DMZ and Network | Understand and apply the concepts| Lecture - applicatio, Assignme
Segmentation and skills related to DMZ and discussion nt / short
Network Segmentation. quiz
Sixth 4 VLAN and Understand and apply the concepts| Lecture - applicatio| Assignme
Network Zoning and skills related to VLAN and discussion nt / short
Network Zoning. quiz
Sevent 4 IDS and IPS Understand and apply the concepts| Lecture - applicatio| Assignme
h and skills related to IDS and IPS. | discussion nt / short
quiz
Eighth 4 VPN and Understand and apply the concepts| Lecture - applicatio, Assignme
Communication and skills related to VPN and discussion nt / short
Security Communication Security. quiz
Ninth 4 Access Control Understand and apply the concepts| Lecture - applicatio| Assignme
and Authentication | and skills related to Access Control discussion nt / short
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and Authentication. quiz
Tenth Data Encryption Understand and apply the Lecture - Assignme
and Secure concepts and skills related to application - nt / short
Protocols Data Encryption and Secure discussion quiz
Protocols.
Eleven Network Understand and apply the Lecture - Assignme
th Monitoring and concepts and skills related to application - nt / short
Log Analysis Network Monitoring and Log discussion quiz
Analysis.
Twelft SIEM and Event Understand and apply the Lecture - Assighme
h Management concepts and skills related to application - nt / short
SIEM and Event Management. discussion quiz
Thirte Network Understand and apply the Lecture - Assignme
enth Vulnerability concepts and skills related to application - nt / short
Assessment Network Vulnerability discussion quiz
Assessment.
Fourte Incident Response | Understand and apply the Lecture - Assignme
enth and Best Practices | concepts and skills related to application - nt / short
Incident Response and Best discussion quiz
Practices.
Fifteen Final Examination | Assess the extent to which the Examination Examinat
th main course learning outcomes ion mark
have been achieved.

11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,
daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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AL-TURATH
UNIVERSITY

Course Description Form
College of Science - Department of Cybersecurity Science

Cloud Computing Principles

1- Course Name
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AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Cloud Computing Principles

2- Course Code

CyB309

3- Semester / Academic Year

Second Semester / 2025-2026

4- Date of Description Preparation

1/2/2026

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (60) / Credits (5)

7- Course Instructor (if more than one, list all)

Lecturer Dr. Saif Saad
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8 - Course Objectives

Course Objectives

Understand the fundamental concepts, characteristics, and architectures of cloy
computing.

Distinguish IaaS, PaaS, and SaaS service models and different deployment
models.

Understand virtualization, containers, and cloud-resource management.
Recognize storage, networking, monitoring, and resilience concepts in cloud
environments.

Understand fundamental cloud-security, governance, and service-level
agreement principles.

9 - Teaching and Learning Strategies

Strategy e Interactive lectures
e Theoretical explanation supported by examples
e Practical and laboratory applications
e Problem solving and case studies
e Class discussions and cooperative learning
e Assignments and short reports
e Continuous feedback
10 - Course Structure
Week | Hours Unit / Topic Required Learning Outcomes Learning Method | Assessme
nt
Method
First 4 Introduction to Understand and apply the concepts| Lecture - applicatioy Assignme
Cloud Computing | and skills related to Introduction to| discussion nt / short
Cloud Computing. quiz
Secon 4 Cloud-Computing | Understand and apply the concepts| Lecture - applicatio Assignme
d Characteristics and skills related to Cloud-Comput| discussion nt / short
Characteristics. quiz
Third 4 Service Models: Understand and apply the concepts| Lecture - applicatio, Assignme
[aaS/PaaS/SaaS and skills related to Service Modelg discussion nt / short
TaaS/PaaS/SaaS. quiz
Fourth 4 Cloud Deployment | Understand and apply the concepts| Lecture - applicatio Assignme
Models and skills related to Cloud discussion nt / short
Deployment Models. quiz
Fifth 4 Virtualization Understand and apply the concepts| Lecture - applicatio, Assignme
and skills related to Virtualization. | discussion nt / short
quiz
Sixth 4 Containerization Understand and apply the concepts| Lecture - applicatio| Assignme
and skills related to Containerizatio| discussion nt / short
quiz
Sevent 4 Resource Understand and apply the concepts| Lecture - applicatio| Assignme
h Management and | and skills related to Resource discussion nt / short
Elasticity Management and Elasticity. quiz
Eighth 4 Cloud Storage Understand and apply the concepts| Lecture - applicatio| Assignme
and skills related to Cloud Storage.| discussion nt / short
quiz
Ninth 4 Cloud Networking | Understand and apply the concepts| Lecture - applicatio Assignme

129




and skills related to Cloud discussion nt / short
Networking. quiz
Tenth Availability and Understand and apply the Lecture - Assignme
Reliability concepts and skills related to application - nt / short
Availability and Reliability. discussion quiz
Eleven Monitoring and Understand and apply the Lecture - Assighme
th Performance concepts and skills related to application - nt / short
Optimization Monitoring and Performance discussion quiz
Optimization.
Twelft Cost Management | Understand and apply the Lecture - Assignme
h concepts and skills related to application - nt / short
Cost Management. discussion quiz
Thirte SLA and Understand and apply the Lecture - Assignme
enth Governance concepts and skills related to SLA | application - nt / short
and Governance. discussion quiz
Fourte Cloud-Computing | Understand and apply the Lecture - Assignme
enth Security concepts and skills related to application - nt / short
Fundamentals Cloud-Computing Security discussion quiz
Fundamentals.
Fifteen Final Examination | Assess the extent to which the Examination Examinat
th main course learning outcomes ion mark
have been achieved.

11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,
daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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AL-TURATH
UNIVERSITY

Course Description Form
College of Science - Department of Cybersecurity Science

Information Risk Management

1- Course Name
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AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Information Risk Management

2- Course Code

CyB310

3- Semester / Academic Year

Second Semester / 2025-2026

4- Date of Description Preparation

1/2/2026

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (60) / Credits (5)

7- Course Instructor (if more than one, list all)

Assistant Lecturer Zahraa Ayad Khalil
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8 - Course Objectives

Course Objectives e Understand information-risk management concepts and their importance in

protecting digital assets.

e Recognize methodologies for identifying assets, threats, and vulnerabilities and
estimating risk levels.

e Apply qualitative and quantitative risk-assessment methods and establish
priorities.

e Select appropriate risk-treatment controls such as mitigation, acceptance,
transfer, or avoidance.

e Understand the role of policies, governance, business continuity, and

continuous review in risk management.

9 - Teaching and Learning Strategies

Strategy e Interactive lectures
e Theoretical explanation supported by examples
e Practical and laboratory applications
e Problem solving and case studies
e Class discussions and cooperative learning
e Assignments and short reports
e Continuous feedback
10 - Course Structure
Week | Hours Unit / Topic Required Learning Outcomes Learning Method | Assessme
nt
Method
First 4 Introduction to Understand and apply the concepts| Lecture - applicatio| Assignme
Information Risk | and skills related to Introduction to| discussion nt / short
Information Risk. quiz
Secon 4 Assets and Their Understand and apply the concepts| Lecture - applicatio, Assignme
d Value and skills related to Assets and The| discussion nt / short
Value. quiz
Third 4 Threats and Understand and apply the concepts| Lecture - applicatio| Assignme
Vulnerabilities and skills related to Threats and discussion nt / short
Vulnerabilities. quiz
Fourth 4 Risk Identification | Understand and apply the concepts| Lecture - applicatio Assignme
and Formulation and skills related to Risk discussion nt / short
Identification and Formulation. quiz
Fifth 4 Qualitative Risk Understand and apply the concepts| Lecture - applicatio| Assignme
Assessment and skills related to Qualitative Ris| discussion nt / short
Assessment. quiz
Sixth 4 Quantitative Risk | Understand and apply the concepts| Lecture - applicatio] Assignme
Assessment and skills related to Quantitative Ri discussion nt / short
Assessment. quiz
Sevent 4 Risk Matrix and Understand and apply the concepts| Lecture - applicatio, Assignme
h Prioritization and skills related to Risk Matrix an( discussion nt / short
Prioritization. quiz
Eighth 4 Risk-Treatment Understand and apply the concepts| Lecture - applicatio, Assignme
Strategies and skills related to Risk-Treatmen{ discussion nt / short
Strategies. quiz
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Ninth Selecting Security | Understand and apply the concepts| Lecture - applicatio] Assignme
Controls and skills related to Selecting Secuy discussion nt / short
Controls. quiz
Tenth Risk-Management | Understand and apply the Lecture - Assignme
Frameworks and concepts and skills related to application - nt / short
Standards Risk-Management Frameworks discussion quiz
and Standards.
Eleven Business Understand and apply the Lecture - Assignme
th Continuity and concepts and skills related to application - nt / short
Recovery Business Continuity and discussion quiz
Recovery.
Twelft Third-Party Risk Understand and apply the Lecture - Assighme
h concepts and skills related to application - nt / short
Third-Party Risk. discussion quiz
Thirte Risk Indicators and | Understand and apply the Lecture - Assignme
enth Monitoring concepts and skills related to Risk | application - nt / short
Indicators and Monitoring. discussion quiz
Fourte Preparing the Risk | Understand and apply the Lecture - Assignme
enth Register and Final | concepts and skills related to application - nt / short
Report Preparing the Risk Register and discussion quiz
Final Report.
Fifteen Final Examination | Assess the extent to which the Examination Examinat
th main course learning outcomes ion mark
have been achieved.

11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,
daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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AL-TURATH
UNIVERSITY

Course Description Form
College of Science - Department of Cybersecurity Science

Secure Communication Protocols

1- Course Name
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AL-TURATH UNIVERSITY
COLLEGE OF SCIENCE

Secure Communication Protocols

2- Course Code

CyB311

3- Semester / Academic Year

Second Semester / 2025-2026

4- Date of Description Preparation

1/2/2026

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (60) / Credits (5)

7- Course Instructor (if more than one, list all)

Assistant Lecturer Aqgeel Taha
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8 - Course Objectives

Course Objectives

Understand secure-communication requirements such as confidentiality, integr|
authentication, and non-repudiation.
Recognize cryptographic mechanisms used in secure communication protocols

Study and analyze TLS, IPsec, SSH, and secure-email protocols.
Understand key management, digital certificates, and public-key
infrastructure.
e Analyze attacks targeting communication protocols and propose mitigation
measures.

9 - Teaching and Learning Strategies

Strategy e Interactive lectures
e Theoretical explanation supported by examples
e Practical and laboratory applications
e Problem solving and case studies
e Class discussions and cooperative learning
e Assignments and short reports
e Continuous feedback
10 - Course Structure
Week | Hours Unit / Topic Required Learning Outcomes Learning Method | Assessme
nt
Method
First 4 Introduction to Understand and apply the concepts| Lecture - applicatio| Assignme
Secure and skills related to Introduction to| discussion nt / short
Communications Secure Communications. quiz
Secon 4 Security Understand and apply the concepts| Lecture - applicatio, Assignme
d Requirements and | and skills related to Security discussion nt / short
Threat Models Requirements and Threat Models. quiz
Third 4 Symmetric and Understand and apply the concepts| Lecture - applicatio| Assignme
Asymmetric and skills related to Symmetric and| discussion nt / short
Cryptography Asymmetric Cryptography. quiz
Fourth 4 Hash Functions Understand and apply the concepts| Lecture - applicatio| Assignme
and Digital and skills related to Hash Functiong discussion nt / short
Signatures and Digital Signatures. quiz
Fifth 4 Key Exchange Understand and apply the concepts| Lecture - applicatio| Assignme
and skills related to Key Exchange.| discussion nt / short
quiz
Sixth 4 PKI and Digital Understand and apply the concepts| Lecture - applicatio| Assignme
Certificates and skills related to PKI and Digita| discussion nt / short
Certificates. quiz
Sevent 4 SSL/TLS Understand and apply the concepts| Lecture - applicatio| Assignme
h and skills related to SSL/TLS. discussion nt / short
quiz
Eighth 4 TLS Handshake Understand and apply the concepts| Lecture - applicatio, Assignme
and skills related to TLS Handshak( discussion nt / short
quiz
Ninth 4 [Psec Understand and apply the concepts| Lecture - applicatio, Assignme
and skills related to IPsec. discussion nt / short
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quiz
Tenth SSH Understand and apply the Lecture - Assignme
concepts and skills related to application - nt / short
SSH. discussion quiz
Eleven S/MIME and Understand and apply the Lecture - Assighme
th Secure Email concepts and skills related to application - nt / short
S/MIME and Secure Email. discussion quiz
Twelft Man-in-the- Understand and apply the Lecture - Assighme
h Middle Attacks concepts and skills related to application - nt / short
Man-in-the-Middle Attacks. discussion quiz
Thirte Replay Attacks and | Understand and apply the Lecture - Assignme
enth Mitigation concepts and skills related to application - nt / short
Replay Attacks and Mitigation. discussion quiz
Fourte Protocol Understand and apply the Lecture - Assignme
enth Evaluation and concepts and skills related to application - nt / short
Modern Trends Protocol Evaluation and Modern | discussion quiz
Trends.
Fifteen Final Examination | Assess the extent to which the Examination Examinat
th main course learning outcomes ion mark
have been achieved.

11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,
daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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AL-TURATH UNIVERSITY
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Malicious Codes

2- Course Code

CyB312

3- Semester / Academic Year

Second Semester / 2025-2026

4- Date of Description Preparation

1/2/2026

5- Available Attendance Modes

In-person

6- Total Contact Hours / Total Credits

Total Hours (75) / Credits (5)

7- Course Instructor (if more than one, list all)

Assistant Lecturer Aqgeel Taha
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8 - Course Objectives

Course Objectives .

Recognize types of malicious code and malware, their characteristics, and
propagation methods.
e Understand the malware lifecycle and indicators of infection and compromise.
Recognize static and dynamic analysis methods in safe environments.
Understand obfuscation, packing, persistence, and command-and-control
communication techniques.
e Develop skills in detection, containment, response, and reporting related to
malicious code.

9 - Teaching and Learning Strategies

Strategy e Interactive lectures
e Theoretical explanation supported by examples
e Practical and laboratory applications
e Problem solving and case studies
e Class discussions and cooperative learning
e Assignments and short reports
e Continuous feedback
10 - Course Structure
Week | Hours Unit / Topic Required Learning Outcomes Learning Method | Assessme
nt
Method
First 4 Introduction to Understand and apply the concepts| Lecture - applicatio| Assignme
Malicious Code and skills related to Introduction to| discussion nt / short
and Its Types Malicious Code and Its Types. quiz
Secon 4 Viruses, Wormes, Understand and apply the concepts| Lecture - applicatio, Assignme
d and Trojan Horses | and skills related to Viruses, Worm| discussion nt / short
and Trojan Horses. quiz
Third 4 Ransomware Understand and apply the concepts| Lecture - applicatio| Assignme
and skills related to Ransomware. | discussion nt / short
quiz
Fourth 4 Spyware and Understand and apply the concepts| Lecture - applicatio| Assignme
Keyloggers and skills related to Spyware and | discussion nt / short
Keyloggers. quiz
Fifth 4 Rootkits and Understand and apply the concepts| Lecture - applicatio, Assignme
Backdoors and skills related to Rootkits and | discussion nt / short
Backdoors. quiz
Sixth 4 Propagation and Understand and apply the concepts| Lecture - applicatio| Assignme
Persistence and skills related to Propagation an({ discussion nt / short
Methods Persistence Methods. quiz
Sevent 4 Indicators of Understand and apply the concepts| Lecture - applicatio| Assignme
h Compromise and skills related to Indicators of | discussion nt / short
(I00) Compromise (I0C). quiz
Eighth 4 Safe Analysis Understand and apply the concepts| Lecture - applicatio] Assignme
Environments and skills related to Safe Analysis | discussion nt / short
Environments. quiz
Ninth 4 Basic Static Understand and apply the concepts| Lecture - applicatio, Assignme
Analysis and skills related to Basic Static discussion nt / short
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Analysis. quiz
Tenth Dynamic Analysis | Understand and apply the Lecture - Assignme
concepts and skills related to application - nt / short
Dynamic Analysis. discussion quiz
Eleven Obfuscation and Understand and apply the Lecture - Assignme
th Packing concepts and skills related to application - nt / short
Obfuscation and Packing. discussion quiz
Twelft Command-and- Understand and apply the Lecture - Assighme
h Control (C2) concepts and skills related to application - nt / short
Communication Command-and-Control (C2) discussion quiz
Communication.
Thirte Detection, Understand and apply the Lecture - Assignme
enth Containment, and | concepts and skills related to application - nt / short
Response Detection, Containment, and discussion quiz
Response.
Fourte Case Study and Understand and apply the Lecture - Assignme
enth Report Writing concepts and skills related to application - nt / short
Case Study and Report Writing. discussion quiz
Fifteen Final Examination | Assess the extent to which the Examination Examinat
th main course learning outcomes ion mark
have been achieved.

11 - Course Assessment (100 marks distributed according to assigned tasks such as daily preparation,
daily/oral/monthly/written examinations, reports, etc.)

Quizzes / Midterm Attendance Assignment Activities Final
Tests Examination Examination
10 10 10 10 10 50
Head of Department Scientific Assistant
Date Date
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